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GENERAL INTRODUCTION

From the outset, property has been a cornerstone of the economy, with states recognizing its
importance in boosting national growth and improving the quality of life for their citizens. In the
17th and 18th centuries, a modern form of property emerged: intellectual property (IP). Unlike
physical property, IP is intangible, representing the products of human creation of mind.! The
recognition of this new type of property led to the creation of laws to protect these intellectual

assets. As the principle goes, "where there is society, there is law" (ubi societas, ibi ius).?

The world has continued to evolve, and in 1983, the official birth of the Internet marked the dawn
of the digital age.® This new era revolutionized how we create, share, and protect information,
linking the Internet with intellectual property. However, along with the benefits of the digital age
came new challenges, particularly cybercrimes. These crimes exploit the vulnerabilities of the
online world and pose significant threats to the protection of intellectual property rights. In this
context, the role of governments in creating and enforcing laws to safeguard intellectual property

rights has become more critical than ever.

This study offers a critical analysis of the challenges posed by cybercrimes to intellectual property
rights in Rwanda during the digital age. By examining these challenges and exploring potential
legal solutions, this research aims to provide insights into how Rwanda can strengthen its laws to

better protect intellectual property in an increasingly digital world.
1.1. BACKGROUND OF THE STUDY

The evolution of the internet and the rise of cybercrimes have significantly impacted various
sectors, including the realm of intellectual property rights (IPR). In Rwanda, as in many parts of

the world, the digital age has brought about both opportunities and challenges. This essay delves

Y What Is Intellectual Property (IP)? Available at https://www.wipo.int/about-ip/en/index.html Accessed 31% July
2024.

2 Kamatali, Introduction to Rwandan Law. Routledge, 2020, p. 1_4.

% A Brief History of the Internet, Available at

https://www.usg.edu/galileo/skills/unit07/internet07 02.phtml#:~:text=January%201%2C%201983%20is%20consid
ered,Protocol%20(TCP%2FIP) Accessed 31% July 2024


https://www.wipo.int/about-ip/en/index.html
https://www.usg.edu/galileo/skills/unit07/internet07_02.phtml#:~:text=January%201%2C%201983%20is%20considered,Protocol%20(TCP%2FIP)
https://www.usg.edu/galileo/skills/unit07/internet07_02.phtml#:~:text=January%201%2C%201983%20is%20considered,Protocol%20(TCP%2FIP)

into the background of how cybercrimes have influenced intellectual property rights in Rwanda,

focusing on the internet's role and the subsequent rise of cybercrimes.

The internet, a global network that connects millions of private, public, academic, business, and
government networks, has revolutionized the way people communicate, share information, and
conduct business. Its history is marked by significant milestones, starting with the development of
ARPANet in 1969, which later evolved into the modern internet.* By the mid-1990s, the internet
had begun to permeate everyday life, leading to what many termed the "digital revolution.” This
period saw a radical transformation in communication, work, learning, and commerce, ushering in

the information society or information age.®

In Rwanda, the internet has become a critical tool for development, facilitating access to
information, enhancing communication, and promoting economic growth. The government's
Vision 2020 program aimed to transform Rwanda into a knowledge-based economy, with ICT as
a cornerstone of this vision. However, the rapid adoption of internet technologies also brought
about new challenges, particularly in the realm of cybersecurity and intellectual property

protection.®

Cybercrimes, defined as illegal activities conducted via the internet or other digital means, have
proliferated with the expansion of internet access.” These crimes encompass a wide range of
activities, including hacking, identity theft, online fraud, and the infringement of intellectual
property rights. The rise of cybercrimes in Rwanda mirrors global trends, where the digital

landscape has become a fertile ground for illicit activities.?

4 Li, Zonggqi. (2024). The Evolution of Internet Law in The Digital Age. International Journal of Education and
Humanities. 13. 124-126. 10.54097/r8kwgb63.

® “The Evolution of Digital Transformation History: From Pre-Internet to Generative AL.” Available at
https://hatchworks.com/blog/product-design/history-digital-transformation/ accessed on 31% July 2024

& “Information Communication Technology.” Official Rwanda Development Board (RDB) Website,
https://rdb.rw/departments/information-communication-technology/, Accessed 31 July 2024

7 “Article.” NCSA, https://cyber.gov.rw/updates/article/new-online-platform-to-tackle-cyber-crimes-1/, Accessed
31% July 2024

8 ibid


https://hatchworks.com/blog/product-design/history-digital-transformation/
https://rdb.rw/departments/information-communication-technology/
https://cyber.gov.rw/updates/article/new-online-platform-to-tackle-cyber-crimes-1/

The legal framework in Rwanda has evolved to address these challenges. The Law on Prevention
and Punishment of Cyber Crimes outlines various offenses and penalties related to cybercrimes.®
This legislation aims to safeguard digital infrastructure, protect sensitive information, and ensure

the integrity of electronic transactions.

However, the enforcement of these laws presents its own set of challenges, given the sophisticated

nature of cybercriminal activities and the constant evolution of technology.

Intellectual property rights, which include copyrights, trademarks, patents, and trade secrets, are
particularly vulnerable in the digital age.'® The internet has made it easier to distribute and share
content, often without the authorization of the rights holders. This has led to widespread piracy of
digital content such as Music, movies, software, and books.!' In Rwanda, as elsewhere, the
protection of intellectual property rights is critical for fostering innovation and creativity. The
Rwanda law on the protection of intellectual property provides the legal basis for protecting these

rights, but its effectiveness is often undermined by the pervasive nature of cybercrimes, 121314

The intersection of cybercrimes and intellectual property rights presents a complex landscape. On
one hand, the internet has democratized access to information and created new opportunities for
creators and businesses.'®> On the other hand, it has also facilitated the unauthorized use and

distribution of protected content. This dual-edged nature of the internet necessitates robust legal

® Chapter IV of Law N° 60/2018 of 22/8/2018 on the Prevention and Punishment of Cyber Crimes outlines various
offences and corresponding penalties related to cybercrimes. This chapter is divided into sections, with each section
comprising articles that specify particular crimes and their penalties. For instance, Section 4 addresses offences related
to the content of computer systems, such as Cyber-stalking (Art. 4), Impersonation (Art. 40) and Phishing (Art. 5),
both of which provide specific sanctions for these crimes.

10 What Is Intellectual Property (IP)? https://www.wipo.int/about-ip/en/index.html, Accessed 31% July 2024.

11 Johnson, Ash. 22 Years After the DMCA, Online Piracy Is Still a Widespread Problem. 7 Feb. 2020. itif.org,
https://itif.org/publications/2020/02/07/22-years-after-dmca-online-piracy-still-widespread-problem/

12 Several articles of Law n° 055/2024 of 20/06/2024 on the protection of intellectual property, including Articles 37,
99, 125, 160, 203, and 247, outline the initiation of civil proceedings against infringement on various intellectual
property rights, such as patented rights, utility model certificate rights, industrial designs, layout designs of integrated
circuits, trademarks, and geographical indications.

31bid, Chapter I, in response to the protection against the infringement of intellectual property rights (IPRs), specifies
offences and sanctions from Articles 373 to 380. For instance, Article 373 outlines penalties for the infringement of
IPRs, including imprisonment and fines. Similar penalties apply to several other offences highlighted in this chapter.
14 Article 381 addresses the punishment of corporate bodies or legal entities, while Article 382 details additional
sanctions.

BGlobal Dimensions of Intellectual Property Rights in Science and Technology, available at
https://doi.org/10.17226/2054 Accessed 31% July 2024.


https://www.wipo.int/about-ip/en/index.html
https://itif.org/publications/2020/02/07/22-years-after-dmca-online-piracy-still-widespread-problem/
https://doi.org/10.17226/2054

frameworks, effective enforcement mechanisms, and public awareness to strike a balance between
openness and protection. The rise of cybercrimes as a prerequisite of the internet's evolution can
be traced back to the very origins of the network. Early narratives of the internet focused on its

potential for positive change, often overlooking the darker possibilities.

As the internet became more integrated into daily life, the opportunities for cybercriminal activities
grew exponentially. The initial enthusiasm for the digital revolution was tempered by the
realization that the same technologies enabling unprecedented connectivity and innovation could

also be exploited for malicious purposes.

In Rwanda, addressing the impact of cybercrimes on intellectual property rights involves a
multifaceted approach. This includes updating legal frameworks to keep pace with technological
advancements, enhancing the capabilities of law enforcement agencies to investigate and prosecute
cybercrimes, and fostering international cooperation to combat cross-border cyber threats.
Additionally, raising public awareness about the importance of intellectual property rights and the

risks associated with cybercrimes is crucial for building a culture of respect for these rights.

1.2 SIGNIFICANCE OF THE STUDY

This study plays a significant importance for various stakeholders, especially for the country. It
sheds light on the current state of intellectual property rights (IPR) protection in Rwanda and
identifies areas for improvement. These insights help shape better policies and laws that are
responsive to the changing digital world. The research aims to contributes to general knowledge

and positively impacts development by advancing the fields of IPL and cyber law.

1.2.1 Personal Interest

As a law student, this research presents a valuable opportunity to connect my practical experience
with the theoretical knowledge gained over three years of study. It deepens my understanding of
the interplay between technology and law, particularly in the protection of intellectual property
against evolving cyber threats. This topic aligns with my passion for legal research and my

aspiration to contribute to Rwanda's development in the digital era.



1.2.2 Academic Interest

Academically, it is a great privilege to have this document as a product of student research, serving

as a valuable reference for future legal students by equipping their knowledge in related courses.

1.2.3 Social Interest

This research examines effective measures to mitigate the impact of cybercrimes on individual

authors of intellectual property (IP) within the legal framework.

It makes a meaningful contribution to the protection of intellectual property rights (IPR) and
addresses the losses suffered by those vulnerable to infringements on their authors' rights.
1.3 SCOPE OF THE STUDY

This section specifies the boundaries of the research, including domain, time and space.

1.3.1 Delimitation in Space

The study focuses on Rwanda, examining the impact of cybercrimes on intellectual property rights
within the country.

1.3.2 Delimitation in Domain

The research covers issues related to intellectual property rights, cybercrime, legal frameworks,
and enforcement mechanisms in the digital age.

1.3.3 Delimitation in Time

The study considers data and developments in the field of intellectual property and cybercrime
from the past decade to the present, offering a comprehensive analysis of current trends and

challenges.

1.4 PROBLEM STATEMENT

Despite Rwanda's strides in digital transformation, the country faces significant challenges in
protecting intellectual property rights against cybercrimes. The lack of robust legal frameworks

and enforcement mechanisms leaves IP vulnerable to unauthorized use, piracy, and digital



infringement. This study aims to address these issues by critically analyzing the impact of
cybercrimes on intellectual property rights in Rwanda and proposing legal and technological

solutions to enhance IP protection.®

The rapid evolution of the internet and the proliferation of digital technologies have transformed
various sectors globally, including Rwanda. However, this digital transformation has also
introduced significant challenges, particularly concerning the protection of intellectual property

rights (IPR) and the rise of cybercrimes.’

The intersection of these two areas presents a complex and pressing issue that demands
comprehensive analysis and targeted interventions.® This research will focus on the critical
analysis of the impact of cybercrimes on intellectual property rights in Rwanda in the digital age,
identifying discrepancies in the existing legal and regulatory frameworks, enforcement

mechanisms, and public awareness, and proposing actionable solutions to address these gaps.

The current legal framework in Rwanda, as outlined in the Rwanda law on the protection of
intellectual property and the Law on Prevention and Punishment of Cyber Crimes, provides a
foundation for protecting IPR and combating cybercrimes.'®?° However, several loopholes and
implementation challenges hinder the effectiveness of these laws. The Rwanda on the protection
of intellectual property, while comprehensive, lacks specific provisions for digital works and
online content, leaving a gap in protection for digital creations. Additionally, the enforcement
mechanisms for IPRs are weak, leading to prolonged litigation and ineffective remedies for IP
infringement. Public awareness and education about IP rights are also insufficient, resulting in

unintentional infringements and underutilization of available protections.

16 Rwanda is tackling digital development challenges - and succeeding. Available at
https://www.weforum.org/agenda/2022/07/rwanda-is-tackling-digital-development-challenges-and-succeeding/
Accessed on 31% July 2024.

7 Ibid

18 The Impact of Digital Transformation on Intellectual Property Rights: A Legal Perspective. Available at
https://www.linkedin.com/pulse/impact-digital-transformation-intellectual-property-rights-khan-ijczf Accessed 31
July 2024.

PArt. 1, Law No. 055/2024 of 20/06/2024 on the Protection of Intellectual Property states that the purpose of this
law is to protect intellectual property.

20 Art. 1, Law N° 60/2018 of 22/8/2018 on Prevention and Punishment of Cyber Crimes states that This Law aims at
preventing and punishing cyber-crimes.


https://www.weforum.org/agenda/2022/07/rwanda-is-tackling-digital-development-challenges-and-succeeding/
https://www.linkedin.com/pulse/impact-digital-transformation-intellectual-property-rights-khan-ijczf

The Law on Prevention and Punishment of Cyber Crimes addresses various cyber offenses but
faces significant implementation issues.?* Jurisdictional challenges, resource constraints, and
inadequate coordination and cooperation among stakeholders impede the effective enforcement of
this law. The cross-border nature of cybercrimes further complicates the apprehension and

prosecution of offenders, often operating from outside Rwanda.

These legal and regulatory shortcomings have profound implications for Rwanda's socio-economic
development. Intellectual property rights are crucial for fostering innovation and creativity, which

are essential for economic growth.

However, the pervasive nature of cybercrimes undermines the confidence of creators, businesses,
and investors, stifling innovation and economic activity. The local community, including
businesses, entrepreneurs, and content creators, suffers from a lack of robust IP protection, which

hampers their ability to develop and share their work confidently.??

Moreover, the inadequate protection of IPRs and the rise of cybercrimes pose a significant threat
to technological advancement in Rwanda. The safe adoption and use of digital technologies are
crucial for socio-economic development, but this is jeopardized by the constant threat of
cybercrimes. The legal and enforcement gaps leave digital infrastructure and electronic
transactions vulnerable to attacks, undermining Rwanda's vision of becoming a knowledge-based
economy.? In addition to these challenges, the advent of artificial intelligence (Al) introduces new
dimensions to the problem of cybercrimes and intellectual property protection. Al technologies
can be exploited to automate and amplify cyberattacks, making them more sophisticated and
harder to detect. Conversely, Al can also be harnessed to enhance cybersecurity measures,

providing advanced tools for detecting and mitigating cyber threats. The dual-use nature of Al

21 Articles 16-52 of Chapter IV of Law No. 60/2018 of 22/8/2018 on Prevention and Punishment of Cybercrimes
specify offenses and penalties related to all categories of cybercrime.

22Indigenous and Local Community Entrepreneurs and Intellectual Property available at
https://www.wipo.int/tk/en/entrepreneurship/top-tips.html accessed on 315 July 2024.

2 Rwanda Smart City Master Plan, available at https://atlasofurbantech.org/cases/rwa-smart-rwanda/ Accessed 31
July. 2024.


https://www.wipo.int/tk/en/entrepreneurship/top-tips.html
https://atlasofurbantech.org/cases/rwa-smart-rwanda/

underscores the need for a balanced approach that leverages Al for defensive purposes while

regulating its potential misuse.?*

This research will address these critical issues by conducting a detailed analysis of the current state
of IPR protection and cybercrime legislation in Rwanda. It will identify specific discrepancies in
the laws and their implementation, assess the impact of these gaps on stakeholders, and propose
targeted solutions to enhance the legal and regulatory frameworks. The study aims to provide
actionable insights for policymakers, the government, the local community, researchers, and
technologists, contributing to the development of a robust, secure, and innovation-friendly digital

environment in Rwanda.

1.5 RESEARCH QUESTIONS
1) What are the primary challenges faced by Rwanda's legal and regulatory frameworks in

effectively protecting intellectual property rights against the rising tide of cybercrimes?
2) What mechanisms and strategies can be implemented to enhance the protection of intellectual

property rights in Rwanda, specifically addressing the impact of cybercrimes?
1.6 HYPOTHESIS

1) Rwanda’'s legal and regulatory frameworks face several significant challenges in effectively
safeguarding intellectual property rights in the face of escalating cybercrimes. One primary
challenge is the rapid evolution of technology and cybercriminal tactics, which often outpaces
the development and implementation of relevant laws and regulations.

2) One effective strategy is to update and strengthen the legal and regulatory frameworks to
address emerging cyber threats and incorporate advancements in technology. This includes
revising existing intellectual property laws to explicitly cover digital and cyber-related
infringements and developing specific legislation that addresses the use of artificial

intelligence in intellectual property management and enforcement.

24 Malatji, M. & Tolah, Alaa. (2024). Artificial intelligence (AI) cybersecurity dimensions: a comprehensive
framework for understanding adversarial and offensive Al. Al and Ethics. 1-28. 10.1007/s43681-024-00427-4.



1.7 RESEARCH OBJECTIVES

These objectives outline the specific goals of the research, derived from the purpose of the study.

1.7.1 General objective

The general objective of this research is to critically examine the impact of cybercrimes on
Intellectual Property Rights (IPR) within Rwanda's legal framework. The study also aims to
evaluate the effectiveness of current legal protections and explore potential improvements for

enhancing the safeguarding of IPRs in the digital era.

1.7.2 Specific objectives

1) To analyze the impact of technological advancements, particularly cybercrime and Al, on
Intellectual Property Rights, and to assess the challenges these technologies pose to the
protection and enforcement of IPRs.

2) To propose policy and legal reforms that address the evolving challenges of protecting

Intellectual Property Rights against emerging cyber threats.

1.8 RESEARCH METHODOLOGY

This section outlines the research techniques and methods to be employed in the study.

1.8.1 Research Techniques
For this study, the researcher employs the documentary technique to gather and analyze data on

the impact of cybercrimes on IPRs in Rwanda. This technique involves examining existing
documents, including legal textbooks, internet resources, policy papers, law reports, and academic

articles. The bibliography will emphasize the documents utilized.

1.8.2 Research Methods
This study is conducted using relevant information gathered from various sources. Thereafter, in

compliance with scientific research guidelines, the gathered information must be analyzed. The
research methods to be used in this study are as follows: Analytic method, Comparative method,

Historical methods, Synthetic method and Exegetic method.
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1.8.2.1 Analytical method

The analytic method is essential for systematically analyzing research information. It aids in
examining legal instruments such as Conventions, Theories, Principles, and Laws from different

jurisdictions, thereby enhancing responses to the threats posed by cybercrimes to IPRs in Rwanda.

1.8.2.2 Comparative analysis

This comparative method aid in comparing legal texts from various legal systems, identifying
similarities and differences to better address the gaps caused by cyber threats to IPRs. By
examining how different jurisdictions handle these challenges, more effective legal solutions are

proposed.

1.8.2.3 Historical method

The historical method in legal research is crucial for examining the development of IPRs and
cybercrime issues over time. By understanding how these issues have evolved, it provides insights
into how cyber threats have come to infringe upon IPRs and serves as a foundation for developing

better mechanisms to combat these threats.
1.8.2.4 Synthetic method

Immanuel Kant, in some of his works, describes the synthetic method as combining different
elements of knowledge to form new concepts. This method aids in integrating information from

various theories to construct new ideas.
1.8.2.5 Exegetic method.

The exegetic method is also known as exegetical method it is a popular method used in analyzing
in various fields such as law, theology and literature. The exegetic method will help to make
analysis and interpretation of various legal texts (e.g., statutes, treaties) for the purpose of getting

a clear meaning and its significance.



11

1.9 STRUCTURE OF THE STUDY

Apart from the general introduction, this study covers three additional chapters. The first chapter,
titled "Conceptual and theoretical framework," dives deep into the key definitions and theories

that guide Intellectual Property Rights and Cyber Crimes.

The second chapter, titled "Challenges in Rwanda’s legal and regulatory frameworks for
protecting IPRs in the digital era,"” takes into consideration the discrepancies found in the current

legal framework with regard to the protection of Intellectual Property Rights in cybercrime spaces.

The third chapter, titled "Mechanisms for enhancing the protection of intellectual property rights
in Rwanda in the digital age, " looks into strategies that can be deployed to cover the lacuna stated
in chapter two, aiming to enhance the legal framework of Rwanda towards IPRs and cybercrimes

that stand as a threat.

This dissertation is finalized with a General Conclusion, followed by recommendations that

suggest points for improvement and a Bibliography.

CHAPTER I: CONCEPTUAL AND THEORETICAL FRAMEWORK
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Introduction

The intersection of intellectual property rights (IPR) and cybercrime is a critical area of concern
in the digital age, especially in countries like Rwanda which are striving to establish
comprehensive frameworks to protect their burgeoning digital economies. As digital technologies
continue to evolve, the methods employed by cybercriminals also advance, leading to significant

threats against intellectual property (IP).

This chapter delves into the interconnection relationship between cybercrime and IPRs, examining
the impact of cybercrime on the protection of intellectual property in Rwanda. It begins with a
conceptual and theoretical framework, providing definitions and context, followed by a critical
analysis of the existing legal and policy frameworks.

1.1 Definitions of key concepts

This section explains key concepts and legal terms to understand how cybercrimes affect
intellectual property rights in the digital age. It gives clear definitions of terms like Intellectual
Property (IP), Intellectual Property Rights (IPRs), and Intellectual Property Law (IPL). It also
covers cybercrime, cybersecurity, cyber law, and the digital age, citing the important laws and

conventions to show their relevance.

1.1.1 Intellectual property (IP)

Intellectual Property (IP) refers to creations of the mind, such as inventions; literary and artistic
works; designs; and symbols, names, and images used in commerce. These creations are protected
by laws such as patents, copyrights, and trademarks, which enable individuals to gain recognition

or financial benefit from their inventions or creative works.?®

According to the World Intellectual Property Organization (WIPO), IP encompasses rights related
to various forms of intellectual activity in industrial, scientific, literary, and artistic fields. This
includes literary, artistic, and scientific works; performances by performing artists; phonograms;

broadcasts; inventions across all fields of human endeavor; scientific discoveries; industrial

25 What is Intellectual Property? Available at https://www.wipo.int/about-ip/en/ accessed on 7" Aug. 2024


https://www.wipo.int/about-ip/en/
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designs; trademarks; service marks; commercial names and designations; protection against unfair

competition; and all other rights resulting from intellectual activity in these fields.?

The IP system is designed to ensure that creators share in the benefits of their creations while
balancing the interests of innovators and the public. This balance fosters an environment that

encourages ongoing creativity, innovation, and investment in research and development.?’

1.1.2 Intellectual property rights (IPRs)

Intellectual Property Rights (IPRs) are exclusive rights granted to individuals over their creations
of the mind for a specific period of time?. These rights allow creators or owners of patents,
trademarks, or copyrighted works to use, exploit, and benefit from their work or investment. [PRs
are similar to other ownership rights, providing creators with the ability to enjoy their property

without disturbances and to prevent others from unauthorized use?.

Universal Declaration of Human Rights underscores the right to benefit from the protection of
moral and material interests resulting from authorship of scientific, literary, or artistic
productions.®® Types of intellectual property protection include patents, copyrights, and
trademarks, each granting certain exclusive rights to the creators. These rights encourage the
publication, distribution, and disclosure of creations to the public, fostering commercial

exploitation and innovation.

1.1.3 Intellectual property law (IPL)

Intellectual Property Law is the body of laws that grants creators and inventors exclusive rights to
their intellectual creations, ensuring legal protection for works arising from mental creativity.3!
These rights encompass a variety of forms, including copyright, patents, trademarks, industrial

designs, and trade secrets, which collectively safeguard technological inventions, literary and

26 Article 2(VIII) of the Convention Establishing the World Intellectual Property Organization (WIPO), Signed at
Stockholm on July 14, 1967, and as amended on September 28, 1979

T ibis

28 WTO | Intellectual Property (TRIPS) - What Are Intellectual Property Rights? Available

at https://www.wto.org/english/tratop_e/trips_e/intell e.htm Accessed 7" Aug. 2024

2 Tbid

30 Art. 27 of the Universal Declaration of Human Rights

31 What Is Intellectual Property Law? And Why Does It Matter? | American Public University, available at
https://www.apu.apus.edu/area-of-study/security-and-global-studies/resources/what-is-intellectual-property-law/
Accessed 7" Aug. 2024


https://www.wto.org/english/tratop_e/trips_e/intel1_e.htm
https://www.apu.apus.edu/area-of-study/security-and-global-studies/resources/what-is-intellectual-property-law/
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artistic works, and other creative endeavors. Both national, regional, and international legal
frameworks, including statutes, treaties, and legal principles such as Rwanda law on the protection
of intellectual property, ARIPO, TRIPS Agreement, WIPO Agreement, and other worldwide
instruments, provide structured guidelines for the ownership, registration, protection, licensing,
and enforcement of these rights.®? The primary objective of IPL is to incentivize innovation and
creativity by conferring monopoly rights to creators, thereby preventing unauthorized use and

ensuring that originators can benefit financially and morally from their work.

1.1.4 Cybercrime
Cybercrime refers to illegal activities that involve the use of computers, computer networks, or the

internet®?

. These crimes can be broadly categorized into offenses against computer systems,
offenses involving the use of computer systems, and content-related offenses. Specific examples
include unauthorized access (hacking), data theft, cyberstalking, online fraud, and the distribution
of malicious software (malware).3* According to the Budapest Convention on Cybercrime, a key
international treaty, cybercrime encompasses crimes committed against and through computer
systems and networks, including illegal access, data interference, system interference, and the

misuse of devices.®®

This comprehensive approach aims to harmonize national laws, improve investigative techniques,
and increase cooperation among nations to effectively combat cybercrime. Additionally, the

African Union's Convention on Cyber Security and Personal Data Protection highlights regional

%2Transferring, Licensing, and Registering Copyright, available at
https://www.lawshelf.com/videocoursesmoduleview/transferring-licensing-and-registering-copyrights--module-4-of-
5/ Accessed 7 Aug. 2024.

33 “What Is Cybercrime? Definition from SearchSecurity.” Security, avajlable at
https://www.techtarget.com/searchsecurity/definition/cybercrime Accessed 7 Aug. 2024.

3 Ibid

3 “Budapest Convention - Cybercrime - Www.Coe.Int.” Cybercrime, available at
https://www.coe.int/en/web/cybercrime/the-budapest-convention on Accessed 7™ Aug. 2024.


https://www.lawshelf.com/videocoursesmoduleview/transferring-licensing-and-registering-copyrights--module-4-of-5/
https://www.lawshelf.com/videocoursesmoduleview/transferring-licensing-and-registering-copyrights--module-4-of-5/
https://www.techtarget.com/searchsecurity/definition/cybercrime
https://www.coe.int/en/web/cybercrime/the-budapest-convention
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efforts to address these challenges by establishing guidelines for member states to enhance their

legal and technical frameworks for combating cybercrimes.3%3738

1.1.5 Cybersecurity

Cybersecurity refers to the practice of protecting computer systems, networks, and data from
digital attacks, unauthorized access, damage, and theft.>® It encompasses a wide range of measures
and protocols designed to safeguard the integrity, confidentiality, and availability of information.
Effective cybersecurity involves the use of firewalls, encryption, intrusion detection systems,

secure access controls, and regular security audits, as well as awareness training for users.

According to Rwandan law on the prevention and punishment of cybercrimes, cybersecurity is
also defined as the protection of computer systems from the theft of, or damage to, their hardware,
software, or information, as well as from the disruption or misdirection of the services they

provide.*°

The African Union's Convention on Cyber Security and Personal Data Protection outlines the
importance of cybersecurity in safeguarding critical information infrastructures and personal data.
It emphasizes the need for comprehensive legal, regulatory, and technical measures to prevent,

detect, and respond to cyber threats.

1.1.6 Cyber law
Cyber law, also known as internet law or digital law, is the body of laws and regulations that govern
the use of the internet, digital technologies, and electronic communications*. It encompasses a

wide range of legal issues, including intellectual property rights, data protection and privacy, e-

36 Article 24 of Chapter lll, Section 1, of the African Union's Convention on Cyber Security and Personal Data

Protection (Malabo Convention) highlights the national cybersecurity framework. Point 1 addresses the national

policy, while Point 2 covers the national strategy.

37 Ibid, Article 25 highlights legal measures, with the first point addressing legislation against cybercrime, the second

point focusing on national regulatory authorities, and the fourth point covering the protection of critical

infrastructure.

38 |bid, Article 28 discusses international cooperation, including points on harmonization, means of cooperation, and

exchange of information. Additionally, Article 29 highlights offenses specific to information and communication

technologies, such as attacks on computer systems, breaches of computerized data, content-related offenses, and

other crimes.

39 “What Is Cybersecurity? | Definition from TechTarget.” Security, available at

https://www.techtarget.com/searchsecurity/definition/cybersecurity Accessed on 8" Aug. 2024.

40 Article 3 of Law n° 60/2018 of 22/8/2018 on Prevention and Punishment of Cybercrimes

41 “What Is Cyber Law? (Importance, Types and Purpose).” GeeksforGeeks, available at
https://www.geeksforgeeks.org/what-is-cyber-law/. accessed on 8" Aug 2024


https://www.techtarget.com/searchsecurity/definition/cybersecurity
https://www.geeksforgeeks.org/what-is-cyber-law/
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commerce, cybercrimes, and digital contracts. Cyber law provides the legal framework for
addressing online disputes, protecting digital rights, and ensuring the responsible use of
technology.*? For instance, the Budapest Convention on Cybercrime provides a legal basis for
criminalizing certain online activities, establishing procedures for the investigation and

prosecution of cybercrimes, and fostering international cooperation.*?

Similarly, national laws such as Rwanda's Law on prevention and punishment of cybercrimes
outline specific provisions for safeguarding information systems and prosecuting cyber offenses.
This law aims to protect against unauthorized access, data breaches, and other cyber threats,
ensuring a secure and reliable digital environment for users**. The integration of national laws with

international treaties ensures a cohesive approach to addressing the global nature of cyber threats.*

1.1.7 Digital age

The Digital Age, also referred to as the Information Age or Computer Age, is a transformative era
defined by the widespread adoption and integration of digital technologies.*® This period began
with the advent of personal computers and the internet, revolutionizing how information is
produced, distributed, and consumed. Characterized by the shift from traditional industrial
practices to an information technology-driven economy, the Digital Age has led to the rise of a

high-tech, knowledge-based society.

During this era, digital tools and platforms, including social media, blogs, and mobile apps, have
redefined media and communication, making content creation and sharing more accessible and
interactive.*’ The Digital Age represents a profound change in how we connect and engage with
information, with real-time data transfer and digital interactions becoming central to daily life,
work, and economic activities. This ongoing technological evolution continues to influence

personal, organizational, and societal functions, shaping the modern world.

2 ibid

43 The Budapest Convention requires punishments that are strong and fair; including jail time, for crimes covered by
the Convention (Article 13). It also sets up rules for how to investigate these crimes and collect digital evidence
(Article 14).

4 Article 16 of Law N° 60/2018 of 22/8/2018 on Prevention and Punishment of Cyber Crimes addresses the
unauthorized access or sharing of a computer program or data

% Jbid, Art. 26 covers the unauthorized access to computer systems or data.

46 “Digital Age: Meaning, Society & Privacy available at https://www.studysmarter.co.uk/explanations/social-
studies/social-institutions/digital-age/ Accessed 8" Aug. 2024.

T ibid


https://www.studysmarter.co.uk/explanations/social-studies/social-institutions/digital-age/
https://www.studysmarter.co.uk/explanations/social-studies/social-institutions/digital-age/
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1.2 Historical context of cybercrime and intellectual property

The earliest records of Intellectual Property (IP) can be traced back to the 6th century BCE in
Sybaris, Ancient Greece, where exclusive rights were granted to bakers for their culinary
inventions.*® This historical context illustrates humanity's long-standing recognition and valuation

of individual talents and innovations.

The modern conception of IP emerged from such ancient practices, evolving significantly over
millennia. However, the rise of cybercrime has posed unprecedented challenges to IP protection,

revealing critical shortcomings in existing legal frameworks.

The connection between cybercrime and Intellectual Property (IP) is rooted in the increasing
reliance on digital technology and the internet for the creation, distribution, and storage of
intellectual assets. Cybercrime encompasses a range of illegal activities carried out via computer
networks, often with the intent to steal, damage, or exploit digital information.*® When these crimes
target IP, they can severely undermine the rights and protections traditionally afforded to creators

and innovators.

One of the most prevalent forms of cybercrime affecting IP is digital piracy. This involves the
unauthorized reproduction and distribution of copyrighted materials such as movies, music,
software, and books.>® The ease of copying and sharing digital files over the internet has made
piracy a global issue, significantly impacting industries reliant on IP. Creators lose revenue, and

the value of their work is undermined, illustrating a direct assault on their IP rights.*!

Cybercriminals also engage in counterfeiting and phishing. Counterfeiting in the digital realm
includes the production and sale of fake goods, often using stolen trademarks and branding.

Phishing schemes trick individuals into divulging sensitive information, which can then be used

48 History and Evolution of Intellectual Property, available at https://abounaja.com/blogs/history-of-intellectual-
property Accessed 8" Aug. 2024.

49 “What Is Cybercrime? Definition from Search Security.” Security, available at
https://www.techtarget.com/searchsecurity/definition/cybercrime, Accessed 8 Aug. 2024.

%0 Piracy | Legal Consequences & Prevention | Britannica, available at https://www.britannica.com/topic/piracy-
copyright-crime, Accessed 8 Aug. 2024.

>t ibid


https://abounaja.com/blogs/history-of-intellectual-property
https://abounaja.com/blogs/history-of-intellectual-property
https://www.techtarget.com/searchsecurity/definition/cybercrime,
https://www.britannica.com/topic/piracy-copyright-crime,
https://www.britannica.com/topic/piracy-copyright-crime,
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to access and steal proprietary data and trade secrets.’? These activities compromise the integrity

and exclusivity of IP, eroding consumer trust and causing financial losses.

Moreover, the rise of cyber espionage has introduced new threats to IP. State-sponsored hackers
and organized cybercriminal groups target corporations and research institutions to steal valuable
IP, including technological innovations and proprietary research.®® This not only disrupts
businesses but also poses national security risks, as stolen IP can be used to gain competitive
advantages in critical industries.®® The persistent and evolving nature of these cyber threats
highlights the urgent need for robust legal frameworks and technological defenses to protect IP in

the digital age.

The legal recognition of IP has deep historical roots, with significant milestones marking its
development. During the Renaissance, the first modern patent was granted in 1421 to an Italian
inventor, highlighting the growing importance of protecting innovations with industrial
applications.®® The 1623 Statute of Monopolies and the 1710 Statute of Anne further solidified the
legal foundations of patents and copyrights, respectively, by granting exclusive rights to inventors
and authors.>® The global protection of IP was later reinforced by the Paris Convention of 1883
and the Berne Convention of 1886, which extended protections internationally and established the
World Intellectual Property Organization (WIPO).%’ These developments underscore the evolving

recognition of IP as a critical component of economic and cultural advancement.

However, despite these robust legal frameworks, the rapid advancement of technology and the
proliferation of the internet have exposed significant vulnerabilities in IP protection.®® The digital
age has facilitated the rise of cybercrimes that target IP, such as piracy, counterfeiting, and

unauthorized distribution of copyrighted materials.®® Cybercriminals exploit technological

52 “What Is Phishing? How Does It Work, Prevention, Examples. Available at
https://www.techtarget.com/searchsecurity/definition/phishin Accessed 8™ Aug. 2024.

53 “What Is Cyber Espionage? available at https://www.crowdstrike.com/cybersecurity-101/cyberattacks/cyber-
espionage/ Accessed 8" Aug. 2024.

>* Ibid.

% “The Patent: From Classical Antiquity to Modern Industry.” New Britain Industrial Museum, available at
https://nbindustrial.org/blog/patent-history, Accessed 8 Aug. 2024.

% The Statute of Anne: The First Copyright Statute, available at
https://www.historyofinformation.com/detail.php?entryid=3389 accessed on 8" Aug 2024.

5" Convention Establishing the World Intellectual Property Organization. Available at
https://www.wipo.int/treaties/en/convention/index.html Accessed 8" Aug. 2024.

%8 Verma, Ritesh. (2024). Cybersecurity Challenges in The Era of Digital Transformation. 10.25215/9392917848.20.
% ibid
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advancements and the global nature of the internet to circumvent legal and security measures,
resulting in widespread IP violations that transcend national borders. This has created jurisdictional
challenges and highlighted the inadequacies of traditional IP laws in addressing the complexities

of the digital environment.

The mismatch between the agility of cybercriminals and the rigidity of legal frameworks has left
creators and innovators vulnerable. Existing IP laws are often slow to adapt to the fast-evolving
digital landscape, rendering them ineffective in combating sophisticated cyber threats. The
bureaucratic process of updating and implementing new regulations fails to keep pace with
technological advancements, allowing cybercriminals to exploit legal loopholes. Furthermore, the
global nature of cybercrime complicates enforcement efforts, as IP violations can easily cross
borders, challenging the jurisdiction and efficacy of national laws. This critical gap underscores

the urgent need for more proactive and adaptive approaches to safeguarding IP in the digital age.

1.3 Impact of cybercrimes on intellectual property rights
This section will analyze how various forms of cybercrime affect intellectual property rights. It
will cover issues such as data breaches, unauthorized copying and distribution of protected works,

and the challenges of enforcing intellectual property rights in the digital age.

The landscape of intellectual property rights (IPRs) has undergone significant challenges due to
the rising incidence of cybercrimes. This have impacted intellectual property in the face of

economic, Social and Health.

1.3.1 Economic consequences

The economic ramifications of IPR infringement are profound and multifaceted. Counterfeiting
and piracy, fueled by cybercrime, lead to substantial financial losses for legitimate businesses. For
instance, counterfeit goods, ranging from luxury items to pharmaceuticals, are distributed
extensively online.®® This illicit trade not only deprives companies of revenue but also impacts
employment and government revenues significantly. In the EU, sectors such as clothing, footwear,
cosmetics, and pharmaceuticals suffer billions in lost sales and employment opportunities due to

IPR infringement.

80 “Counterfeit and Pirated Goods Get Boost from Pandemic, New Report Confirms.” Europol, available at
https://www.europol.europa.eu/media-press/newsroom/news/counterfeit-and-pirated-goods-get-boost-pandemic-
new-report-confirm . Accessed 8 Aug. 2024.
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Moreover, the pervasive nature of online marketplaces facilitates the proliferation of counterfeit
and pirated goods. Criminal groups exploit these platforms to reach a global audience, making it

difficult for enforcement agencies to control the spread.

This phenomenon is not limited to tangible goods; digital content, including films, music, and
software, is equally affected.®’ The low prices and easy accessibility of pirated content attract

consumers, exacerbating the problem.

1.3.2 Social and health implications

Beyond economic losses, counterfeit products pose significant health and safety risks. Fake
pharmaceuticals, pesticides, and household products can endanger lives.®? Consumers are often
deceived into purchasing these products, believing them to be legitimate, which can lead to severe
health consequences. For example, counterfeit medicines may lack the necessary active
ingredients, rendering treatments ineffective and potentially harmful.®® Similarly, fake pesticides

can jeopardize agricultural productivity and food safety.

1.4 Theoretical framework

In the ever-evolving landscape of the digital age, the interaction between technology and
intellectual property has become a complex and intricate web. As we navigate this era, where
information flows freely and boundaries are blurred, the protection of intellectual creations faces
unprecedented challenges. This framework delves into the dynamic relationship between
intellectual property and the digital world, exploring how cybercrimes have emerged as formidable
threats to the integrity of these rights. Through a series of interconnected theories, we will uncover
the multifaceted ways in which intellectual property is impacted by the rapid advancements of
technology, shedding light on the pressing need to safeguard creative and innovative endeavors in

this digital frontier.

1.4.1 IP and digital age
The Digital Age has significantly transformed the landscape of intellectual property (IP), reshaping

how intellectual creations are generated, distributed, and protected. The rise of digital technologies,

o1 ibid
62 «“ACG.” ACG, https://www.a-cg.org:443/useful_info/the-dangers-of-fakes Accessed 8 Aug. 2024.
83 ibid
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including digital media, electronic communications, and technology-driven platforms, has
introduced new challenges and opportunities for IP. For instance, the shift from physical books to
e-books highlights the profound impact of this era on IP. Copyright laws, originally designed to
protect printed works, have had to adapt to cover digital versions, which are more easily distributed

and copied.

As a result, traditional mechanisms of IP enforcement have been increasingly challenged. The
pervasive nature of digital platforms and the ease with which digital content can be copied and

shared have necessitated a reevaluation of IP laws and their effectiveness in the Digital Age.

1.4.2 1P and Internet

The internet has dramatically transformed the way intellectual property is accessed and shared
globally.®* However, this transformation has also introduced significant challenges in IP protection,
particularly due to digital piracy. The ease with which digital content can be copied and
disseminated without authorization has severely undermined traditional IP enforcement methods.
For instance, illegal downloading of movies or music through torrent sites or black sites has
become widespread.®® The internet facilitates unauthorized sharing of copyrighted content, posing

a challenge to traditional enforcement mechanisms.

Internet Service Providers (ISPs) are often at the center of this issue, facing pressure to remove
infringing content. This raises complex legal and ethical questions about their responsibilities and
liability. Additionally, the global nature of the internet complicates IP enforcement, requiring
international cooperation. Different jurisdictions have varying IP laws and standards, making it
difficult to establish a uniform approach to enforcement. This lack of harmonization often leads to
a cat-and-mouse game between IP holders and infringers, with the latter exploiting legal loopholes
across borders.%® Despite these challenges, progress has been made through international treaties

and agreements that aim to strengthen cooperation and standardize IP laws.

64 <A Brief History of the Internet.” Internet Society, https://www.internetsociety.org/internet/history-internet/brief-
history-internet/ Accessed 8 Aug. 2024.

55 Online Piracy in Numbers: Positive or Negative Impact 2024. Available at, https://www.go-globe.com/online-
piracy-in-numbers-facts/. Accessed 8™ Aug. 2024.

8 “Intellectual Property Challenges in the Digital Age - GIPC.” Global IP Convention - GIPC,
https://www.globalipconvention.com/ Accessed 8" Aug. 2024.



https://www.internetsociety.org/internet/history-internet/brief-history-internet/
https://www.internetsociety.org/internet/history-internet/brief-history-internet/
https://www.globalipconvention.com/

22

1.4.3 IP and Social media

Social media platforms have emerged as powerful venues for sharing and disseminating content,
significantly impacting intellectual property dynamics. These platforms, while democratizing
content creation and distribution, have also become hotbeds for IP violations. For example, when
a photographer uploads an original photo to Instagram, they may find it reposted by another user
without credit. This unauthorized use illustrates how social media can facilitate IP infringement,
making it difficult for creators to control the distribution of their work.” Content ownership issues
are rampant, with many users uploading and sharing copyrighted material without proper
authorization. The rapid spread of such content makes enforcement difficult and often reactive

rather than proactive.

Given these challenges, social media companies find themselves in a precarious position,
balancing the need to foster an open environment for expression with the obligation to protect
intellectual property rights.®® While some platforms have implemented robust content
identification and takedown systems, these measures are often insufficient to curb the sheer
volume of infringing content. Additionally, the legal landscape is constantly evolving, with new

precedents being set that redefine the responsibilities and liabilities of these platforms.
1.4.4 IP and exclusive rights

Intellectual property laws are designed to grant exclusive rights to creators, enabling them to
control the use of their works.®® In the digital environment, enforcing these exclusive rights has
become increasingly challenging. Digital technologies facilitate not only the easy copying and
distribution of content but also the creation of derivative works, which may infringe on the original

creator’s exclusive rights.

67“Court Rules Anyone Can Use Your Instagram Images, for Free. Should You Care? “Available at
https://fstoppers.com/originals/court-rules-anyone-can-use-your-instagram-images-free-should-you-care-479288.
8 Frosio, Giancarlo, and Christophe Geiger. “Taking Fundamental Rights Seriously in the Digital Services Act’s
Platform Liability Regime.” European Law Journal), https://doi.org/10.1111/eulj.12475

8 Copyright Law - an Overview | ScienceDirect Topics. https://www.sciencedirect.com/topics/social-
sciences/copyright-law Accessed 8 Aug. 2024
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The concept of exclusive rights is further complicated by the global reach of digital content. As
digital works can be accessed from anywhere in the world, enforcing these rights requires a
coordinated effort across different legal jurisdictions.”® This often leads to conflicts and
inconsistencies in how rights are upheld and protected. Furthermore, the rise of user-generated
content platforms blurs the lines between original creation and derivative works, making it difficult

to determine the boundaries of exclusive rights.
1.4.5 IP and Privacy

Privacy issues intersect with intellectual property in numerous ways, particularly in the digital age.
The collection and use of personal data by IP holders for enforcement purposes raise significant
privacy concerns. For instance, monitoring online activities to identify IP infringements can
infringe on individual privacy rights. This surveillance can be seen as an overreach, potentially

leading to a chilling effect on free expression and creativity online.

Additionally, the proliferation of digital technologies has given rise to new forms of personal data
exploitation, which can overlap with IP concerns. Data-driven businesses often rely on proprietary
algorithms and datasets, which are protected under IP laws. However, the use of personal data to
create these proprietary assets raises ethical and legal questions about consent, ownership, and
control over personal information. This intersection necessitates a nuanced approach that balances

the protection of IP with the safeguarding of privacy rights.”?
1.5 Interconnection between IP and cybercrimes

The interaction between intellectual property (IP) and cybercrimes is a critical challenge in the
digital age. The internet and digital technologies have revolutionized the creation, distribution, and
protection of IP, but they have also facilitated widespread IP violations such as digital piracy.’

The ease with which digital content can be copied and disseminated has undermined traditional IP

0 ibid

"L IP Infringements on the Internet — Some Legal Considerations. Available at
https://www.wipo.int/wipo_magazine/en/2007/01/article_0005.html Accessed 8 Aug. 2024.
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enforcement mechanisms, making it difficult to protect the rights of creators and rights holders.
This issue is exacerbated by the global nature of the internet, which complicates jurisdictional

matters and necessitates international cooperation for effective enforcement.

Internet service providers (ISPs) and digital platforms play a crucial role in the enforcement of IP
rights. While these platforms have implemented measures such as content filters and take-down
procedures to combat IP infringement, the sheer volume of content uploaded daily makes
comprehensive enforcement a daunting task.” Social media platforms, in particular, have become
significant venues for unauthorized sharing of copyrighted materials, further complicating IP
enforcement. The anonymity provided by these platforms can shield infringers from

accountability, making it challenging for rights holders to track and enforce their rights.

Digital technologies enable the seamless copying and distribution of works, often without the
knowledge or consent of the rights holders. This has led to a reevaluation of traditional notions of
ownership and control over intellectual property. While legal frameworks have been adapted to
address some of these challenges, such as through digital rights management (DRM) technologies
and anti-circumvention laws, these measures are not foolproof and are often circumvented by
determined infringers.” Cybercrimes targeting IP extend beyond copyright infringement to
include trademark violations, trade secret theft, and patent infringement, posing significant risks

to businesses and consumers alike.

Effective enforcement of IP rights in cyberspace requires a multifaceted approach that includes
legal, technological, and educational strategies. Legal measures must be complemented by
technological solutions such as advanced content recognition systems, digital watermarking, and
robust cybersecurity practices. Additionally, educating the public about the importance of IP rights
and the impact of piracy on creators and the economy is crucial in fostering a culture of respect for
intellectual property. Only through a comprehensive and adaptive approach can we protect

intellectual property in the ever-changing landscape of cyberspace.’®

™ ibid

5 The Role of Digital Rights Management (DRM) in Preventing Copyright Infringement.” Michael Edwards |
Commercial Corporate Solicitor, 1 Feb. 2023, https://michaeledwards.uk/the-role-of-digital-rights-management-
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1.6 The legal and policy framework for cybercrimes and IP

This section outlines the legal and policy framework that Rwanda has established to address the
dual challenges of protecting intellectual property and combating cybercrime. The Constitution of
Rwanda lays the foundational legal principles, with specific articles emphasizing the protection of
private property, including intellectual property, and the right to privacy. National laws, such as
the Law on the Prevention and Punishment of Cybercrimes and the Law on the Protection of
Intellectual Property, further elaborate on these principles, providing specific measures and

penalties to safeguard IP against cyber threats.

1.6.1 National framework

The protection of intellectual property rights (IPR) in Rwanda is critical for fostering innovation,
creativity, and economic development. However, the rise of cybercrime poses significant threats
to these rights, necessitating a robust legal framework to address these challenges. This section
explores the national framework addressing the impact of cybercrime on IPR in Rwanda,

beginning with the Constitution and followed by relevant laws, stipulating the pertinent articles.
1.6.1.1 Constitution of the republic of Rwanda

The Constitution of Rwanda lays the foundation for protecting intellectual property and combating
cybercrime. Article 34 emphasizes the protection of private property, including intellectual
property, by stating that every person has the right to private property, whether individually or
collectively owned, and no one shall be deprived of their property except for public interest and

with fair compensation.””

Furthermore, Article 38 guarantees the freedom of expression and information, which indirectly
supports intellectual property by protecting the dissemination of creative and innovative works.
BHowever, this freedom is balanced with the need to respect the rights and freedoms of others,

including IPR holders.

7 Art. 34 of Constitution of The Republic of Rwanda
78 [bid, Art. 38
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1.6.1.2 Law on the protection of intellectual property

The Law on the Protection of Intellectual Property, No. 055 of 2024, is specifically designed to
safeguard intellectual property rights in Rwanda. Article 1 outlines the purpose of the law, which
is to provide protection for intellectual property, including copyrights, patents, trademarks, and

industrial designs, thereby fostering an environment conducive to innovation and creativity. °

Article 269 addresses protection against unfair competition, which includes activities that might
involve cybercrimes such as hacking or unauthorized use of intellectual property. This article
ensures that commercial, industrial, or artistic activities originating from intellectual property are
safeguarded against unfair competitive practices. Article 270 further defines acts of unfair
competition, which could encompass cybercrimes. These acts include causing confusion in
another’s enterprise, discrediting another’s business, misleading the public, damaging another’s

goodwill, unauthorized use of technical know-how, and acts involving undisclosed information.®°
1.6.1.3 Law on prevention and punishment of cybercrimes

The Law on Prevention and Punishment of Cybercrimes is pivotal in addressing the intersection
of cybercrime and intellectual property rights. Article 3 of this law defines cybercrime and its
scope, emphasizing offenses that involve unauthorized access to computer systems, data breaches,

and other activities that threaten digital security.

Chapter IV highlights specific offenses related to cybercrimes, including offenses against the
confidentiality, integrity, and availability of data and computer systems, as well as computer-
related offenses that may involve the illegal reproduction, distribution, or transmission of
copyrighted materials through digital means. This provision is crucial in combating cyber threats
and should be strengthened to address intellectual property by ensuring that digital platforms do

not become avenues for infringing IPR.82

9 Art. 1 of Law n® 055/2024 of 20/06/2024 on the protection of intellectual property

8 Ibid, Art. 269 and 270.

81 Art. 3, of Law N° 60/2018 Of 22/8/2018 On Prevention and Punishment of Cyber Crimes

82 Chapter IV of Law No. 60/2018 of 22/08/2018 on the Prevention and Punishment of Cybercrimes highlights all
offences and penalties related to cybercrimes.
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1.6.2 International treaties and conventions

The convergence of intellectual property (IP) protection and cybercrime regulation has become
pivotal in the contemporary legal landscape. This essay explores how various legal instruments
contribute to the institutional framework governing intellectual property and cybercrimes. The
discussion encompasses key agreements and conventions, such as the TRIPs Agreement, the
WIPO Agreement, and the Council of Europe Convention on Cybercrime, analyzing their roles in

addressing issues of IP and cybercrime. The essay also examines the impact of the WIPO

1.6.2.1 TRIPs agreement

The Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPs) is one of the
most comprehensive international agreements on IP protection. Established under the auspices of
the World Trade Organization (WTO), TRIPs sets minimum standards for various forms of IP
regulation, including patents, copyrights, trademarks, and trade secrets. The agreement emphasizes
the need for effective enforcement mechanisms and provides a framework for resolving disputes

through the WTO's dispute resolution system. %

The TRIPs Agreement's impact on IP protection is profound. It mandates member countries to
implement stringent IP laws, thus harmonizing IP standards globally. This harmonization helps in
reducing trade distortions caused by varying levels of [P protection across countries. Additionally,
the TRIPs Agreement incorporates provisions for technological innovations, ensuring that IP rights

do not become barriers to legitimate trade and technology transfer.®*

1.6.2.2 WIPO agreement

The World Intellectual Property Organization (WIPO) Agreement is a cornerstone in the global IP
protection regime. WIPO, a specialized agency of the United Nations, oversees and administers
numerous international treaties concerning IP rights. The WIPO Agreement provides a framework
for cooperation among member states, promoting the harmonization and development of IP laws

worldwide.?®

8 WTO | Intellectual Property - Overview of TRIPS Agreement.

https://www.wto.org/english/tratop _e/trips_e/intel2_e.htm Accessed 9 Aug. 2024.
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One significant aspect of the WIPO Agreement is its emphasis on capacity building and technical
assistance to developing countries. This support helps these countries enhance their IP
infrastructure, ensuring that they can participate effectively in the global IP system.®® However,
challenges remain, such as the voluntary nature of treaty adoption and the consensus-based
decision-making process, which can sometimes impede prompt enforcement and revisions of IP

treaties.

The WIPO Agreement has significantly influenced the international legal framework for IP
protection. It has facilitated the development of a cohesive global IP system, promoting
consistency and predictability in IP laws across different jurisdictions.®” This has been particularly
beneficial for multinational corporations and creators who operate in multiple countries, as it

reduces the complexity and cost of managing IP rights internationally.

Moreover, WIPO's efforts in capacity building and technical assistance have empowered
developing countries to strengthen their IP systems, fostering innovation and economic growth.
By enhancing the IP infrastructure in these countries, WIPO helps create a more inclusive global
IP environment, where all nations can benefit from the protection and commercialization of IP

assets.

1.6.2.3 Council of Europe convention on cybercrime (Budapest convention)

The Council of Europe Convention on Cybercrime, also known as the Budapest Convention, is the
first international treaty aimed at addressing internet and computer crimes.®® It provides a
comprehensive legal framework for countries to harmonize their domestic laws on cybercrime and

facilitates international cooperation in combating cyber offenses.

The Convention covers a wide range of cybercrimes, including illegal access, data interference,
system interference, and the misuse of devices. It also includes provisions related to procedural

law, enabling law enforcement agencies to effectively investigate and prosecute cybercrimes. By

8 Cory, Stephen Ezell, Nigel. The Way Forward for Intellectual Property Internationally. 25 Apr. 2019. itif org,
https://itif.org/publications/2019/04/25/way-forward-intellectual-property-internationally/.
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fostering international collaboration, the Budapest Convention helps countries tackle the

transnational nature of cybercrimes more efficiently.%

The intersection of IP protection and cybercrime regulation is increasingly relevant in the digital
age. Cybercrimes often involve the infringement of IP rights, such as the illegal distribution of
copyrighted materials, trademark counterfeiting, and trade secret theft. Therefore, robust IP laws
and effective cybercrime legislation are essential to protect the rights of creators and innovators in

the digital environment.*

The TRIPs Agreement plays a crucial role in preventing cybercrimes related to IP infringement.
By establishing high standards for IP protection and enforcement, TRIPs indirectly contributes to
the fight against cybercrimes.®! Countries that comply with TRIPs are required to implement legal
measures to combat IP violations, including those perpetrated online. This helps in reducing the

prevalence of cybercrimes such as digital piracy and counterfeiting.

WIPO also contributes to cybercrime regulation by promoting the protection of IP rights in the
digital environment. Through its various treaties and initiatives, WIPO encourages member states
to adopt laws and practices that address the challenges posed by digital technologies. For instance,
the WIPO Copyright Treaty and the WIPO Performances and Phonograms Treaty include
provisions specifically designed to protect IP rights in the digital realm, thereby mitigating the

risks of cybercrimes. %

Partial conclusion

In conclusion, the intersection of intellectual property rights and cybercrime presents a significant
challenge for Rwanda as it navigates the complexities of the digital age. The conceptual and
theoretical framework established in this chapter underscores the importance of robust legal

protections for intellectual property in fostering innovation and economic growth. However, the

8 ibid
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rise of cybercrime poses a formidable threat to these protections, necessitating comprehensive and

adaptive legal and policy frameworks.

Rwanda's legal framework, grounded in its Constitution and supplemented by specific laws
addressing cybercrime and intellectual property, represents a critical step towards mitigating these
threats. Provisions within the Constitution emphasize the protection of private property and
privacy, while national laws provide detailed measures for preventing and punishing cybercrimes
that target intellectual property. Despite these efforts, the dynamic and transnational nature of
cybercrime requires continuous evolution and international cooperation to effectively safeguard

intellectual property rights.

Ultimately, the protection of intellectual property in the face of cybercrime is not just a legal issue
but also a societal one, requiring public awareness and education about the importance of IP and

the dangers of cybercrime.

CHAPTER II: CHALLENGES IN RWANDA'’S LEGAL AND REGULATORY
FRAMEWORKS FOR PROTECTING IPRs IN THE DIGITAL ERA

Introduction
Rwanda has set its sights on becoming a knowledge-based economy, striving to advance various

sectors that contribute to its economic growth. Among these, Intellectual Property (IP) plays a key
role and is recognized as an important element in driving economic development. Globally, IP
serves as a cornerstone for the advancement of many countries' economies, underpinning

innovation, creativity, and competitiveness.

However, with the rapid growth of technology in the digital age, many sectors, including
Intellectual Property (IP), are experiencing both positive and negative impacts. While technology
has made it easier to create and share new ideas, it has also increased the challenges of protecting
Intellectual Property Rights (IPRs). These rights grant creators exclusive control over their work,
preventing others from using it without permission. However, cybercrimes have made it
increasingly difficult to safeguard these rights, leading to more cases of unauthorized access,

infringement, and piracy, which threaten the value and security of IP in Rwanda and beyond.
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In this chapter, we delve into the issues surrounding Intellectual Property Rights (IPR) protection
by analyzing the existing legal and regulatory frameworks. We explore the loopholes and struggles
arising from rapid technological advancements, which have led to shortcomings in addressing
modern challenges such as digital piracy, cybercrime, and institutional weaknesses. The chapter
also compares Rwanda’s situation with that of other legal systems and assesses whether
international standards and agreements are being upheld. Additionally, we discuss the implications
of emerging technologies, such as Artificial Intelligence (Al), as both a new form of IP, creator
and a challenge. Through case studies, we highlight the legal challenges facing Rwanda's IPR
protection. By identifying these challenges, the chapter aims to illuminate the critical areas in need

of reform to strengthen Rwanda's ability to protect intellectual property in the digital age.

2.1 Current legal and regulatory frameworks in Rwanda
This part explores Rwanda's legal frameworks for Intellectual Property Rights (IPRs) and

cybercrime, focusing on the Constitution, the Law on the Protection of Intellectual Property, and
the Law on the Prevention and Punishment of Cybercrime. It highlights key loopholes challenging
IPRs in the digital age.

2.1.1 Constitution of the republic of Rwanda

The Constitution of the Republic of Rwanda is the supreme law of the land, and it lays the
foundation for all other legal frameworks within the country.®® In the context of Intellectual
Property Rights (IPRs) and Cybercrime, the Constitution provides the basis for the protection of
rights, including property rights, which can be interpreted to encompass intellectual property. the
Constitution guarantees the right to property, which includes the protection of intellectual property

as a form of property.®*

Furthermore, the Constitution establishes the principle of legality, where no one shall be punished
for an act that is not clearly defined as a crime by law.% This principle is crucial in the context of

cybercrime, as it underscores the necessity for clear and precise legal provisions to combat

9 Art. 3 of Constitution of Republic of Rwanda
%Ibid, Art. 34
%Ibid, Art. 19
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cybercrimes effectively. The Constitution also promotes the protection of privacy and personal
data,®® which is particularly relevant in the digital age, where cybercrimes often involve breaches
of data privacy.

However, the Constitution itself does not provide detailed provisions regarding IPRs or
Cybercrime. It lays the groundwork for subsequent laws to address these issues comprehensively.
The absence of specific constitutional provisions on cybercrimes, IPRs and internet may lead to
challenges in the interpretation and enforcement of related laws, leaving room for legal

uncertainties.

2.1.2 Law on the protection of intellectual property (Law No. 055/2024)

The new Law on the Protection of Intellectual Property, enacted in 2024, replaces the law from
2009, is the primary legal instrument governing IPRs in Rwanda. This law provides a
comprehensive framework for the protection of various forms of intellectual property, including
copyrights, trademarks, patents, and industrial designs.®’%% It outlines the procedures for
registration, enforcement, and dispute resolution related to IPRs. One of the key strengths of this
law is its alignment with international standards, including the TRIPS Agreement, to which

Rwanda is a signatory.1%

However, the law faces challenges in enforcement, particularly in the digital environment, where
cybercrimes like piracy and unauthorized distribution of content are prevalent. The law also lacks
specific provisions for addressing the intersection of IPRs and cybercrimes, as well as those
specifically dealing with digital content or internet IP, which could create challenges in

prosecuting cases where these areas overlap.

% Ibid, Art. 22

97 Title III of Law n° 055/2024 of 20/06/2024 on the Protection of Intellectual Property specifies the scope of
copyrights and related rights

9 Art. 2, ibid, provides the interpretation of patents and industrial designs

9 Art. 4, ibid, highlights the categories of industrial property, including all types of marks

100 preamble highlights the relevant international instruments, including the TRIPS Agreement
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2.1.3 Law on prevention and punishment of cybercrime (Law No. 60/2018)

The Law on Prevention and Punishment of Cybercrime, enacted in 2018, is the cornerstone of
Rwanda's legal framework for combating cybercrimes. This law defines various cybercrimes,
including hacking, identity theft, online fraud, and unauthorized access to data, and provides for
penalties for these offenses.! It also includes provisions for the protection of critical infrastructure
and personal data, which are crucial in the fight against cybercrimes.%2

A notable aspect of this law is its focus on preventive measures, such as the requirement for
organizations to implement cybersecurity measures and report cyber incidents. The law also
establishes the framework for international cooperation in combating cybercrime, recognizing the

global nature of these offenses.

However, the law's focus on traditional forms of cybercrime may not adequately address emerging
threats, particularly those that target intellectual property online. The law also lacks detailed
provisions on the protection of IPRs in the digital space, which could hinder the effective

prosecution of cybercrimes related to intellectual property rights infringements.

While Rwanda has made significant strides in developing laws that address IPRs and cybercrime,
there are notable gaps and overlaps in the legal framework. The Constitution provides a strong
foundation, but it lacks specific provisions on these issues. The Law on the Protection of
Intellectual Property is comprehensive but faces challenges in the digital context, particularly in
enforcement. The Cybercrime Law, while robust in many areas, does not sufficiently address the

intersection of cybercrime and IPRs, leaving a gap in the legal framework.

2.2 Institution framework

This section examines key institutions in Rwanda responsible for managing intellectual property
rights (IPRs) and cybercrimes. It highlights the roles and challenges faced by the Rwanda
Development Board (RDB), the National Cyber Security Authority (NCSA), and the Ministry of

101 Chapter IV highlights all offenses and penalties related to cybercrimes.
102Section 2, particularly Article 7, outlines the protection of critical information infrastructure
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Information Technology and Communication (MINICT) in adapting to technological

advancements and fostering international cooperation.

2.2.1 Rwanda development board (RDB)

The Rwanda Development Board (RDB) plays a significant role in promoting and managing
intellectual property rights (IPRs). It is responsible for registering intellectual property, including
patents, trademarks, and copyrights.%® This registration ensures that innovators and creators can
protect their work, thereby fostering an environment that encourages innovation and creativity.
RDB also facilitates the privatization of government entities, supports private enterprise
development, and promotes investments that enhance economic growth. By providing necessary
business licenses and permits, RDB aids in compliance with environmental standards and prevents

disputes between investors and state organs.

However, RDB faces several challenges, such as adapting to the rapid changes in technology that
impact intellectual property protection. Ensuring that personnel are well-trained in the latest IPR
enforcement techniques and knowledge is another challenge. Furthermore, facilitating cooperation
with international bodies to address cross-border intellectual property infringements remains a

significant hurdle.

2.2.2 Rwanda forensic institute (RFI)

The Rwanda Forensic Institute (RFI) plays a key role in Rwanda by providing various forensic
services that are essential for law enforcement. These services include DNA analysis, drug testing,
ballistics, and fingerprint analysis, which help in investigating and prosecuting different crimes.
When it comes to protecting Intellectual Property Rights (IPRs), RFI’s Digital Forensics Unit is

especially important for addressing the challenges posed by cybercrimes.%4

RFI’s Digital Forensics Unit helps identify, preserve, and analyze electronic evidence related to
cybercrimes. This unit provides services like Computer Forensics, which involves recovering data

from digital devices to track and prosecute individuals who misuse computers to violate

103 Intellectual Property Rights. Official Rwanda Development Board (RDB) Website, available at
https://rdb.rw/neworgl/intellectual-property-rights/ Accessed on 15" Aug. 2024.
104 RFI Services. available at https://www.rfi.gov.rw/services Accessed 15" Aug. 2024
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intellectual property laws. Additionally, the unit works on Mobile Phone Forensics and Forensic
Data Recovery, which are crucial for retrieving important evidence from phones and other digital

devices in cases of intellectual property theft or unauthorized use.1%

However, RFI faces several challenges in its efforts to protect IPRs from cybercrimes. It is the
only institution in Rwanda with the expertise to handle the complex nature of digital crimes, and
through its expertise, it sheds light on uncovering these crimes. But RFI also struggles with
technological limitations, making it difficult to keep up with the growing number and complexity
of cybercrimes. This affects its ability to respond effectively. Additionally, the high costs of RFI’s
services and its centralized location make it difficult for people, especially those in remote areas,

to access these services, leaving them more vulnerable to cyber threats and IPRs infringement.

2.2.3 National cyber security authority (NCSA)

The National Cyber Security Authority (NCSA) is crucial in safeguarding Rwanda's cyberspace. 1%
Its role involves ensuring the protection of the nation’s digital infrastructure and personal data of
its citizens. NCSA is responsible for establishing and enforcing cyber security measures,
conducting risk assessments, and responding to cyber threats. It also collaborates with other

regional and international bodies to enhance Rwanda's cyber defense capabilities. %’

One of the main challenges faced by NCSA is keeping up with the rapid pace of technological
advancements, which often outstrip the development of corresponding legal frameworks. This
makes it difficult to effectively address new and emerging threats. Additionally, there is a need for
continuous capacity building and training to ensure that personnel are equipped with the latest
knowledge and skills in cyber security. Another significant challenge is fostering effective inter-
institutional collaboration and international cooperation, which are crucial for dealing with cross-

border cyber threats.

195 Digital Forensic Service available at https://www.rfi.gov.rw/services/digital-forensic-service Accessed 15" Aug.
2024

106 Art. 1, 3, and 4 of law no 26/2017 of 31/05/2017 establishing the national cyber security authority and
determining its mission, organization and functioning

107 About NCSA. NCSA4, available at https://cyber.gov.rw/about/ Accessed 15" Aug. 2024
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2.2.4 Ministry of information technology and communication (MINICT)

The Ministry of Information Technology and Communication (MINICT) is pivotal in formulating
policies and regulations concerning ICT in Rwanda. It oversees the implementation of these
policies to ensure the development and security of ICT infrastructure.!® The ministry's
responsibilities include setting up regulations for the allocation of radio spectrum rights, ensuring
the security of public electronic communication services, and protecting personal information. By
establishing comprehensive cyber security regulations and ensuring adherence to these standards,

MINICT contributes to creating a safe and reliable digital environment.1%®

This ministry however, faces challenges similar to those of the NCSA and RDB, such as keeping
up with the rapid pace of technological advancements and the need for continuous capacity
building. Ensuring robust international cooperation is also essential for dealing with cross-border

cyber threats and intellectual property infringements.

2.3 Comparative approach to challenges in protecting IPRs: Rwanda vs. Other foreign
legal systems
Intellectual property rights (IPRs) infringement, exacerbated by cybercrimes and rapid

technological advancements, is a global challenge. Legal systems worldwide are grappling with
the implications of these issues, which pose significant threats to both individual creators and large
corporations. The widespread infringement of IPRs not only stifles creativity and innovation but
also hampers economic growth. In this context, Rwanda faces similar challenges as other

countries, yet with unique nuances due to its legal and technological landscape.

In the United States, the protection of IPRs is increasingly complicated by the rise of artificial
intelligence (Al). The legal system is struggling to define what constitutes "original work" and
"authorship" in the context of Al-generated content.!'® High-profile cases, such as The New York

Times vs. OpenAl, highlight these complexities.*'! These challenges create legal ambiguities, as

198 JCT for Development, available at https://www.minict.gov.rw/ict-for-development Accessed 15" Aug. 2024.
109 Tbid

110 Article: Legal Wars: The Rise of Artificial Intelligence in Intellectual Property Law, available at
https://derecho.uprrp.edu/inrev/2024/01/3 1/article-legal-wars-the-rise-of-artificial-intelligence-in-intellectual-
property-law/ accessed at 15" Aug. 2024

111 The New York Times Company v. Microsoft Corporation, Civil Action Complaint, Jury Trial Demanded. The
New York Times Company, Plaintiff, represented by Susman Godfrey LLP and Rothwell, Figg, Ernst & Manbeck,
P.C., against Microsoft Corporation and OpenAl entities, Defendants.
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the traditional concepts of intellectual property are stretched by new technologies. Additionally,
the U.S. legal system must balance the protection of intellectual property with the need to

encourage technological innovation, making enforcement of IPRs a complex task.!!2

England faces challenges primarily due to the proliferation of digital content and the internet.
Although the country has a robust legal framework, it struggles to keep pace with the rapid
technological changes, particularly in combating online piracy and unauthorized distribution of
digital content. England's legal system must also navigate the delicate balance between protecting
copyright holders' interests and ensuring public access to digital content, all while adapting to

international standards.?

Both Kenya and Nigeria experience significant difficulties in protecting IPRs, largely due to
outdated legal frameworks that have not evolved with technological advancements. In Kenya, the
lack of adequate enforcement mechanisms and a deficit in expertise among legal practitioners
create a fertile ground for digital piracy and intellectual property infringement.'** Similarly,
Nigeria's outdated legal provisions and weak enforcement lead to a high incidence of digital piracy,

compounded by low public awareness about the importance of protecting intellectual property.**°

China's efforts to strengthen the protection of IPRs in the digital realm are hampered by the rapid
growth of digital content and emerging technologies, which have outpaced the existing legal
framework. The enforcement of copyright laws is often inadequate, with internet service providers
benefiting from "safe harbor" provisions that limit their liability. Additionally, China's market is
plagued by unfair practices where copyright holders misuse their rights, necessitating

comprehensive legal reforms.*®

India, despite having a comprehensive legal framework, faces challenges in enforcement and

keeping up with new technologies. The widespread piracy and unauthorized use of digital content

112 Sadhwani, 1., & Sinha, A. (2023). Awareness about IPR and its upcoming challenges regarding Digital Contents.
Mind and Society, 12(04), 65-68

113Centre for Intellectual Property and Information Law, 2006, Review of the Economic Evidence Relating to an
Extension of the Term of Copyright in Sound Recordings, University of Cambridge.

114 week, Stay up to date on the editors’ picks of the. “Reform Kenya’s Intellectual Property Rights to Reap Benefits
of Innovation.” Business Daily, 24 Apr. 2024.

115 Nigeria’s Anti-Piracy Drive Yields Results. https://www.wipo.int/wipo _magazine/en/2012/03/article_0004.html
Accessed 15" Aug. 2024

118 China’s Progress on Intellectual Property Rights (Yes, Really). https://thediplomat.com/2018/01/chinas-progress-
on-intellectual-property-rights-yes-really/ Accessed 22 Aug. 2024.
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are major issues, exacerbated by inadequate enforcement mechanisms and prolonged legal
processes. The fast-paced technological evolution has outstripped India's ability to respond

effectively, leaving significant gaps in the protection of IPRs against cybercrimes. !’

Rwanda's legal framework for protecting IPRs and combating cybercrime shares many of the
challenges faced by other countries, such as the inadequacy of legislative frameworks and
enforcement mechanisms. Like Kenya and Nigeria, Rwanda struggles with outdated laws that do
not fully address the complexities of digital IPRs. Additionally, Rwanda faces jurisdictional

challenges and a lack of public awareness, which are also prevalent in Kenya and Nigeria.

However, Rwanda's situation is further complicated by a significant lack of specialized knowledge
among legal practitioners. This gap in expertise is a critical barrier to effectively prosecuting [IPR
and cybercrime cases in Rwanda, a challenge less pronounced in more developed legal systems
like those of the USA or England. Furthermore, Rwanda's enforcement mechanisms are limited,
and the impact of emerging technologies and digital innovations is felt more acutely due to
resource constraints. These unique challenges necessitate targeted reforms in Rwanda's legal
system, including improvements in legal education, public awareness, and the adaptability of the

legal framework to address the evolving nature of digital IPRs and cybercrime.

2.4 Comparison with international standards and agreements
The global landscape for Intellectual Property Rights (IPRs) and cybercrimes is governed by a

series of international standards and agreements, each aimed at harmonizing the protection of
intellectual property across borders while addressing the challenges posed by cybercrimes. Key
among these is the Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS)
administered by the World Trade Organization (WTO), and various conventions overseen by the
World Intellectual Property Organization (WIPO), including the Berne Convention, Paris
Convention, and WIPO Copyright Treaty (WCT).

The TRIPS Agreement sets minimum standards for the protection of IPRs that member countries
must comply with, covering areas such as copyrights, trademarks, patents, and industrial

designs.™® It is a cornerstone in the international IP system, ensuring that IP rights are enforceable

117 Paliwal, Aseem & Ahmad, Dr. (2024). Emerging Technologies and Future Challenges in Indian Cyber Law.
Y18 WTO | Intellectual Property - Overview of TRIPS Agreement, available at
https://www.wto.org/english/tratop_e/trips_e/intel2_e.htm Accessed 15" Aug. 2024.
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and that there are mechanisms in place for dispute resolution. However, TRIPS faces challenges
in its application, especially in the digital environment, where the enforcement of IP rights against

cybercrimes such as online piracy and counterfeiting remains problematic.

The WIPO-administered conventions, including the Berne Convention for the Protection of
Literary and Artistic Works and the WIPO Copyright Treaty, provide additional layers of protection
for creators and right holders on an international scale.!!® These instruments emphasize the
importance of protecting creative works in the digital age, particularly against unauthorized

reproduction and distribution over the internet.

Enforcement of IP rights in the context of cybercrimes presents several challenges at the
international level. First, there is the issue of jurisdiction, where the global nature of the internet
means that IP infringements often occur across multiple countries, each with its own legal
framework.'?° This fragmentation can lead to difficulties in pursuing legal action against offenders.
Second, the pace of technological change often outstrips the development of corresponding legal
instruments, leaving gaps in protection. Finally, there is the challenge of international cooperation.
While agreements like TRIPS and WIPO conventions promote a level of harmonization, the lack
of consistent enforcement across different jurisdictions weakens the overall effectiveness of these

agreements. !

Rwanda’s institutions, such as the National Cyber Security Authority (NCSA) and the Rwanda
Development Board (RDB), face significant challenges in adapting to the rapid pace of
technological advancements and in fostering effective international cooperation. These challenges
mirror those faced at the international level, where continuous capacity building, adaptation to new

threats, and cross-border cooperation are critical yet difficult to achieve.

2.5 Cybercrime and the vulnerability of AI-Created IP
Al has become a powerful tool in creating new works, ranging from art and music to software.

This raises critical questions about IP ownership: who holds the rights to creations made by AI? Is

it the developer, the user, or the Al itself? These questions are not just theoretical; they have

119 Art 2, para 111, IV, V, VI. WIPO

120 Academic Journals - Journal of Internet and Information Systems. https://academicjournals.org/JIIS Accessed
15% Aug. 2024
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practical implications for how IP laws are enforced.!??

Moreover, Al can also be used to infringe
upon IP rights, whether through automated processes that replicate copyrighted material or by

generating deepfakes that manipulate existing works.

A primary concern with Al as a cybercrime instrument is its ability to gather and process vast
amounts of data from various sources on the internet. Al algorithms, especially those used in
content generation, often pull information from multiple websites, some of which may be protected
by IP laws. In doing so, Al systems can inadvertently or deliberately reproduce copyrighted
materials, patented ideas, or trademarked symbols, thereby infringing on existing IP. This risk is
particularly heightened when Al systems operate autonomously or without proper regulatory

oversight.1?

For instance, generative Al models used to create visual art, music, or literary works may
incorporate elements from copyrighted sources without authorization. Al programs can generate
complex emails, term papers, reports, business ideas, poetry, jokes, and even computer code in
seconds. These Al-generated outputs can closely resemble original works, making it difficult to
distinguish between original and Al-created content.!?* As a result, creators or owners of the
original IP may find their works reproduced, altered, or distributed without consent, leading to

potential legal disputes over ownership and rights.

Additionally, Al systems can scrape content from various websites, including those protected by
IP laws, to construct new ideas or products. This practice undermines the original creators' rights
and poses a significant challenge in enforcing IP laws. The speed and efficiency with which Al
collects, analyzes, and repurposes data make it difficult for IP owners to track infringements and
pursue legal recourse.!?® Furthermore, the anonymity often associated with cybercrimes

complicates the identification and prosecution of offenders, leaving IP owners vulnerable.

122 Ownership of AI-Generated Content in the UK. available at https://www.aoshearman.com/insights/ownership-of-
ai-generated-content-in-the-uk Accessed 15" Aug. 2024.

123 “AT in Cybersecurity: A Double-Edged Sword | Deloitte Middle East | ME PoV 42.” Deloitte,
https://www?2.deloitte.com/xe/en/pages/about-deloitte/articles/securing-the-future/ai-in-cybersecurity. html Accessed
15" Aug. 2024.
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125 «“Risks of Al & Cybersecurity | Risks of Artificial Intelligence.” Malwarebytes,
https://www.malwarebytes.com/cybersecurity/basics/risks-of-ai-in-cyber-security. Accessed 15" Aug. 2024
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In Rwanda, these challenges are compounded by legal and regulatory frameworks that may not be
fully equipped to address the complexities introduced by Al and cybercrime. The rapid
advancement of Al technology outpaces the development of corresponding legal protections,
creating gaps that cybercriminals can exploit.}?® The absence of specific regulations governing Al-
generated content or the use of Al in data mining exacerbates the risk of IP infringement. As Al
continues to evolve, the need for robust legal frameworks that can effectively address these

challenges becomes increasingly critical.

For example, consider a scenario where an Al tool designed for content curation scrapes

information from a website offering digital textbooks.

If the Al repurposes this content into a new educational resource without acknowledging the
original source, the owners of the digital textbooks could suffer significant financial losses due to
the unauthorized reproduction and distribution of their copyrighted materials. In such cases, the
Al's role as both a facilitator and motivator of cybercrime is evident, highlighting the urgent need

for comprehensive legal measures to protect IPRs in the digital age.
2.6 Challenges in the legal framework for protecting IPRs

The protection of Intellectual Property Rights (IPRs) and the combat against cybercrime are critical
components of a well-functioning legal system, particularly in the digital age where technological
advancements have significantly increased the potential for intellectual property violations.
However, several challenges hinder the effective protection and enforcement of IPRs and the fight

against cybercrime.

2.6.1 Inadequate legislative framework

One of the most significant challenges in protecting IPRs and combating cybercrime is the
inadequacy of existing legal frameworks. Many countries, especially developing ones, have not
yet fully developed or updated their laws to address the complexities of cybercrime and the digital
exploitation of intellectual property. As technology evolves rapidly, laws often lag, creating gaps

that cybercriminals can exploit. For instance, outdated legal definitions of IPRs may not cover new

126 Mwiza, Shallon. “Rwanda: How Rwanda Is Regulating Artificial Intelligence.” The New Times, 25 June
2024. AllAfrica, https://allafrica.com/stories/202406250174.html.
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forms of digital content or emerging technologies, leaving them unprotected under the law. This
inadequacy is exacerbated by the transnational nature of cybercrime, where criminals can operate
across borders with relative ease, taking advantage of jurisdictions with weaker laws or

enforcement mechanisms.

The inadequacy of existing legislative frameworks in addressing the complexities of cybercrime
and intellectual property protection is deeply concerning. It's troubling to see that as technology
continues to advance at a breakneck pace, our legal systems struggle to keep up, leaving significant
vulnerabilities in their wake. The fact that outdated laws fail to cover new forms of digital content
or emerging technologies is not just a minor oversight it's a glaring weakness that cybercriminals

are all too eager to exploit.

2.6.2 Lack of adequate knowledge among legal practitioners

Legal practitioners, such as judges, court registrars, and prosecutors, are often involved in
numerous cases of varying nature, which is challenging in itself. However, cases involving
intellectual property (IP) and cybercrimes are even more complex. Firstly, the laws addressing

these types of crimes often have gaps in how they connect these two areas.

For instance, IP protection laws frequently lack provisions related to digital features, which can
pose challenges for judges in determining the nature of the crime whether it constitutes IP
infringement or a cybercrime.*?® Cybercriminals can benefit from these legal loopholes, making it
easier to challenge the court's decisions. Additionally, cybercrimes involve complicated techniques
that require highly skilled legal practitioners, particularly prosecutors, to effectively track the

sophisticated tactics used by infringers.?°

127How IP laws can be reimagined to stimulate innovation available at
https://www.weforum.org/agenda/2024/02/how-ip-laws-can-be-reimagined-to-stimulate-innovation/ accessed on
15" Aug.2024
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Accessed on 15" Aug. 2024
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2.6.3 Jurisdictional issues

The global nature of the internet presents jurisdictional challenges that complicate the enforcement
of IPRs and the prosecution of cybercrime. Cybercriminals can operate from any part of the world,
often beyond the reach of national law enforcement agencies. This creates difficulties in
determining which country’s laws apply and how to coordinate international legal efforts.'® The
lack of harmonization of laws between countries further complicates these issues, as what

constitutes a crime in one country may not be recognized as such in another.

Additionally, conflicts between countries can hinder cooperation in the extradition of criminals,
creating challenges that infringers can exploit. Since the internet is global and not restricted by
borders, it is easier for individuals to utilize the internet from one side of the world to infringe
upon intellectual property rights (IPRs) in another.'®! This disparity can lead to situations where
criminals evade justice by exploiting legal loopholes or moving their operations to jurisdictions

with less stringent laws.

2.6.4 Lack of enforcement mechanisms

Even in cases where robust legal frameworks exist, the lack of effective enforcement mechanisms
poses a significant challenge. Law enforcement agencies often lack the necessary resources,
expertise, and technical capabilities to investigate and prosecute cybercrimes effectively.
Moreover, the complexity of cybercrimes, which often involve sophisticated technologies and
techniques, can overwhelm traditional law enforcement approaches.*3? The anonymity provided
by the internet further complicates efforts to identify and apprehend perpetrators. Additionally,
enforcement is often hindered by corruption, lack of political will, or competing priorities within

law enforcement agencies.

130The Futility of Unification and Harmonization in International Commercial Law, available at
https://www.lawnet.gov.lk/the-futility-of-unification-and-harmonization-in-international-commercial-law/ Accessed
15" Aug. 2024.

181 Cerezo, Ana & Lopez, Javier & Patel, Ahmed. (2007). International Cooperation to Fight Transnational
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2007. 13-27. 10.1109/WDFIA.2007.4299369.
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2.6.5 Emerging technologies and digital innovations

The rapid pace of technological innovation presents another challenge for the legal protection of
IPRs and the fight against cybercrime. Emerging technologies such as artificial intelligence,
blockchain, and the Internet of Things (10T) have introduced new forms of intellectual property
and created novel ways for criminals to exploit IPRs.13 For example, the rise of 3D printing has
made it easier to replicate patented products, while digital currencies have facilitated the
anonymous payment for illicit activities.3* The legal system often struggles to keep up with these
advancements, resulting in regulatory gaps that can be exploited by criminals. Moreover, the
dynamic nature of the digital environment means that legal provisions quickly become outdated,

necessitating continuous updates to the legal framework, which can be challenging to implement.

2.6.6 Public awareness and education

A lack of public awareness and education about IPRs and cybercrime is another challenge that
undermines the effectiveness of the legal framework. Many individuals and businesses,
particularly in developing countries, are unaware of their intellectual property rights or the risks
posed by cybercrime. This lack of knowledge can lead to underreporting of violations and a failure
to take preventive measures.**> Moreover, the public may not fully understand the legal protections
available to them, leading to a lack of confidence in the legal system’s ability to safeguard their
interests. Educating the public, especially small and medium-sized enterprises (SMESs), about the
importance of IPRs and the risks of cybercrime is crucial for improving compliance and

enforcement.

2.7 Case studies highlighting legal challenges

The digital age has brought numerous opportunities for innovation and communication, but it has
also introduced significant challenges in the enforcement of Intellectual Property Rights (IPRs).

As technology evolves, so do the methods and complexities of infringement, often outpacing the

133 Som, Ankit & Kayal, Parthajit. (2022). Al, Blockchain, and IOT. 10.1007/978-3-031-11545-5_8.
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135 Chen, Shuai, et al. “Exploring the Global Geography of Cybercrime and Its Driving Forces.” Humanities &
Social Sciences Communications, vol. 10, no. 1, 2023, p. 71.
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ability of existing laws to address these issues effectively. The following case studies illustrate the

legal challenges of enforcing IPRs in the context of cyber laws.

2.7.1 Perfect 10 Inc. Vs. Google Inc. (508 F.3d 1146, 9th Cir. 2007)

The case of Perfect 10, Inc. v. Google Inc. is a landmark example of the challenges posed by the
digital environment to copyright enforcement. Perfect 10, a company that produced and marketed
copyrighted adult images, filed a lawsuit against Google, accusing it of infringing on its copyrights

by displaying thumbnail versions of its images in Google's image search results.

The crux of the case revolved around whether Google's display of these thumbnails constituted a
fair use under the Copyright Act. The Ninth Circuit Court of Appeals held that Google’s use of
thumbnail images was transformative, as the thumbnails served a different purpose from the
original images by helping users locate content on the internet. This ruling underscored the

difficulties in applying traditional copyright principles to digital technologies.

The concept of fair use, which had been developed in the context of physical media, had to be
reinterpreted in light of new digital realities. This case highlighted the need for courts to adopt a
flexible approach to copyright law in the digital age, where the boundaries of fair use are

increasingly tested by new technologies.**

2.7.2 Telephonic communicators international pty Itd vs. Motor solutions Australia pty Itd
[2004] fca 942

The Telephonic Communicators International Pty Ltd v. Motor Solutions Australia Pty Ltd case
addressed the copyright protection of computer programs under the Copyright Act 1968. The case
involved the unauthorized reproduction and sale of a computer program by the defendant, Motor
Solutions Australia. The plaintiff, Telephonic Communicators International, claimed that Motor
Solutions had infringed its copyright by selling a modified version of its software without

permission.

The Federal Court of Australia held that computer programs are classified as "literary works"

under the Copyright Act, and thus, the unauthorized reproduction or adaptation of such programs

136 perfect 10, Inc. v. Google, Inc., 653 F.3d 976, 980 (9th Cir. 2011).
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constitutes copyright infringement. The court emphasized that even a partial reproduction of a
program, if substantial, could lead to liability for infringement. This case highlights the challenges
of enforcing copyright in the context of software, where the intangible nature of the work and the
ease of duplication make it particularly vulnerable to infringement. It also underscores the need
for clear legal definitions and protections for software, as traditional concepts of literary works

must be expanded to accommodate the unique characteristics of digital products.*’

2.7.3 Prosecution Vs Ally NDANGWA [RP 01543/2024/TB/NYGE]

In the case of Prosecution vs. Ally Ndangwa, originally scheduled to be heard in the Primary Court
of Nyarugenge. The case involved Nyarwaya Innocent, who accused Ally Ndangwa of
unauthorized access to his personal computer. Ndangwa allegedly changed the names and
passwords of Nyarwaya's social media account, specifically his YouTube account, with the intent
to steal and claim ownership. Consequently, the prosecution charged Ally Ndangwa with

unauthorized access to electronic data with the intent to commit theft.

The prosecution based its case on Article 24 of Law N° 60/2018 Of 22/8/2018 on the Prevention
and Punishment of Cyber Crimes, which criminalizes unauthorized alteration, interference, or
suppression of computer or system data, including electronic documents or data messages. The

law prescribes penalties ranging from 2 to 5 years of imprisonment and fines for such offenses.

Although Ally Ndangwa accepted the charges, the case highlights a potential gap in the legal
framework. Upon closer analysis, it becomes evident that the case could also be viewed as an issue
of intellectual property (IP) infringement intertwined with cybercrime, rather than solely a
cybercrime. A specialized lawyer could argue that Ndangwa should have been charged with IP
infringement, rather than the cybercrime alleged, revealing the intersection and possible

connection between intellectual property rights and cybercrime laws, 8%

137 Telephonic Communicators International Pty Limited v Motor Solutions Australia Pty Limited and others [2 0 0 4
] Federal Court Austria 942 (21 July2004)

138 Prosecution Vs Ally Ndangwa [RP 01543/2024/TB/NYGE]
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https://inyarwanda.com/inkuru/145724/ally-yakatiwe-imyaka-2-isubitse-mu-rubunza-yaburanagamo-na-yago-
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Partial conclusion

The legal framework for Intellectual Property Rights (IPRs) in Rwanda, while established,
demonstrates significant challenges in effectively addressing the complexities introduced by
digital technologies. Despite the existence of key legislative instruments such as the 2023
Constitution, the 2024 Law on the Protection of Intellectual Property, and the 2018 Law on the
Prevention and Punishment of Cybercrime, there remain critical gaps, particularly in enforcement

and adaptability to emerging cyber threats.

The broad nature of the Constitution's provisions, coupled with the IPR Law's difficulties in
combating digital piracy, and the Cybercrime Law's limited focus on IPRs, highlight the urgent
need for continuous legal updates and stronger enforcement measures. This analysis underscores
that while Rwanda has made strides in aligning its laws with international standards, the evolving
digital landscape requires a more dynamic and robust approach to adequately protect intellectual

property in the face of rising cybercrime.
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CHAPTER III: MECHANISMS FOR ENHANCING THE PROTECTION OF
INTELLECTUAL PROPERTY RIGHTS IN RWANDA IN THE DIGITAL
AGE.

Introduction

In Rwanda, the rapid adoption of digital technologies has opened new avenues for
innovation but has also exposed the nation to significant cyber threats. Cybercrimes
such as hacking, piracy, and the unauthorized distribution of digital content pose
substantial risks to intellectual property, undermining the rights of creators and
innovators. As a result, enhancing IPR protection through the implementation of

effective strategies to combat cybercrimes is imperative.

This chapter explores the intersection of IPR protection and cybersecurity in Rwanda,
highlighting the technological, legal, and institutional mechanisms necessary to

safeguard intellectual property in the digital age.

3.1 Technological solutions for IPR protection

As the saying goes “modern problem requires modern solution”, this applies in fast
paced world of today, technology is at unprecedented speed and this requires
mechanism that are alike or likely to solve the problem, it is in that premises that we
propose below technological solutions to tackle issues related to IPR and the impact

brought by cybercrimes.

3.1.1 The use of digital rights management (DRM) systems to control the

distribution

DRM is one of the most prominent mechanisms for safeguarding intellectual property,
particularly in the digital content industry. This technology restricts unauthorized
access, copying, and sharing of digital content such as music, movies, software, and e-
books. DRM works by embedding control mechanisms directly into the content,

allowing creators and distributors to enforce rules regarding usage.*°

140 DRM Best Practices: Strategies for Shielding Your Intellectual Property and Other Sensitive Content
available at https://www.kiteworks.com/digital-rights-management/drm-best-practices/ accessed on 17
Aug. 2024
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DRM systems utilize encryption to prevent access by unauthorized users. Content is
often locked with a cryptographic key, which is only accessible by legitimate users who

have purchased or otherwise gained authorized access.

DRM systems can be quite effective in protecting copyrighted material by monitoring
how content is used and preventing copying or redistribution beyond the agreed

terms. 141

One notable example is Microsoft's PlayReady, which has been widely adopted for
media content protection across various platforms. PlayReady restricts how digital
media is consumed, ensuring that only licensed users have access and that usage is
tracked and limited according to the terms of the license.'*? Additionally, Sony has
developed blockchain-powered DRM solutions that offer a new level of protection,
ensuring that content cannot be tampered with or used outside of the agreed

parameters.43

While DRM technologies are essential for protecting intellectual property in the digital
age, there's a growing need to implement these systems in ways that are both effective
and user-friendly. It's important to consider how DRM can be designed to srespect
consumer rights while still safeguarding creators' work. One approach could be to
implement more flexible DRM solutions that allow for limited sharing within
households or the ability to transfer ownership of digital content, mirroring the way

physical media can be shared or resold.

3.1.2 The implementation of blockchain technology for tracking and

authenticating intellectual property

Blockchain, a decentralized ledger technology, has gained prominence as a powerful

tool for enhancing IPR protection. Its immutable and transparent nature ensures that
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every transaction related to intellectual property, whether it's the creation, transfer, or

sale of rights, is permanently recorded on a public or private ledger.4*

For intellectual property, blockchain can provide clear evidence of ownership and the
chronology of creation, which is crucial in disputes over intellectual property theft or
infringement. By using smart contracts self-executing contracts with terms of
agreement directly written into code blockchain allows for automatic execution of
intellectual property transactions. This ensures that royalties are paid out efficiently and
transparently while reducing the potential for fraud and non-compliance with licensing

agreements.14°

Additionally, blockchain can help combat counterfeiting and piracy. Each piece of
intellectual property registered on a blockchain can be assigned a unique identifier,
making it easier to trace and authenticate. Blockchain also facilitates secure, peer-to-
peer sharing of intellectual property without the need for intermediaries.*® This reduces

costs and increases efficiency while maintaining robust security against cyber threats.

For example, KodakOne is a blockchain-based platform designed to protect
photographers' copyrights. KodakOne enables photographers to register their images
on the blockchain, creating a verifiable, immutable record of ownership. The platform
also uses smart contracts to automate licensing agreements and ensure that

photographers are compensated whenever their images are used.4’

In addition to copyright protection, blockchain can also enhance the patent system. IBM
has explored the use of blockchain to create a more transparent and efficient patent
application process, ensuring that patent filings are accurately recorded and protected

from tampering.

144 “How Does Blockchain Improve IP Protection?” Quora, available at https://www.quora.com/How-
does-blockchain-improve-IP-protection Accessed 20" Aug. 2024.

145 ibid

148 Use of Blockchain to Protect against Counterfeiting - European Commission, https:/intellectual-
property-helpdesk.ec.europa.eu/news-events/news/use-blockchain-protect-against-counterfeiting-2022-
09-16_en. Accessed 20" Aug. 2024

147 KODAKOne: The Kodak Moment Moves up the Blockchain. https://www.allens.com.au/insights-
news/insights/2018/02/kodakone-the-kodak-moment-moves-up-the-blockchain/. Accessed 20™ Aug.
2024


https://www.quora.com/How-does-blockchain-improve-IP-protection
https://www.quora.com/How-does-blockchain-improve-IP-protection
https://intellectual-property-helpdesk.ec.europa.eu/news-events/news/use-blockchain-protect-against-counterfeiting-2022-09-16_en
https://intellectual-property-helpdesk.ec.europa.eu/news-events/news/use-blockchain-protect-against-counterfeiting-2022-09-16_en
https://intellectual-property-helpdesk.ec.europa.eu/news-events/news/use-blockchain-protect-against-counterfeiting-2022-09-16_en
https://www.allens.com.au/insights-news/insights/2018/02/kodakone-the-kodak-moment-moves-up-the-blockchain/
https://www.allens.com.au/insights-news/insights/2018/02/kodakone-the-kodak-moment-moves-up-the-blockchain/

51

3.1.3 The role of Al in IPRs protection

Artificial intelligence has the potential to revolutionize the way IPR infringements are
detected and prevented. Al algorithms can analyze vast amounts of data, identify

patterns, and detect anomalies that may indicate potential IPR violations.

For example, Al can be used to monitor online platforms for unauthorized use of
copyrighted materials, such as images, videos, and music.'*® By scanning the internet
for infringing content, Al can help identify and remove illegal copies more quickly and

efficiently than traditional methods.

Several companies and organizations have already begun implementing Al solutions to
protect their intellectual property. For instance, platforms like YouTube and Facebook
use Al-driven tools to detect and remove copyright-infringing content. These tools
analyze uploaded content, compare it to a database of copyrighted works, and
automatically flag or remove any matches.'*° This automated approach not only speeds
up the process of detecting infringements but also reduces the burden on human

moderators.

Despite its potential, Al also faces challenges in IPR protection. One significant
limitation is the accuracy of Al algorithms, which can sometimes result in false
positives or negatives. For example, an Al system might mistakenly flag legitimate
content as infringing or fail to detect actual violations. Additionally, the development
and implementation of Al solutions can be costly, making it difficult for smaller

companies and individuals to access these technologies.**

3.2 Legal and regulatory mechanisms
In Rwanda, the fight against cybercrime and its impact on intellectual property rights

(IPRs) is increasingly crucial, given the rapid digital transformation and the rising
importance of IPRs in fostering innovation and economic growth. The legal and

regulatory mechanisms in place, including the Constitution, various laws on intellectual
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property and cybercrime, provide a framework for addressing these challenges.
However, as cyber threats evolve, so must the legal frameworks to ensure they remain
effective in protecting intellectual property. This section analyzes the existing legal
provisions and proposes reforms to enhance their effectiveness in combating

cybercrime related to IPRs.
3.2.1 Amended constitutional provisions

The Constitution of the Republic of Rwanda, as the supreme law of the country, lays
down the foundational principles for the protection of property rights in general, with
intellectual property (IP) being protected within this framework.*®* The Constitution
also provides the legal basis for the regulation of crimes, including cybercrime, which
poses a threat to property rights in the digital age. Specifically, constitution mandates
Right to private property states, "Everyone has the right to private property, whether
individually or collectively owned. Private property, whether owned individually or
collectively, is inviolable.?®" This provision underscores Rwanda's commitment to
safeguarding both tangible and intangible property, ensuring that property rights,
including IP rights, are protected against all forms of infringement. Additionally, the
Constitution requires that all international treaties and agreements, which include those
related to cybercrime and intellectual property, conform to national laws before they

can be ratified.*>3

While the Constitution provides a strong foundation, there remains a need to explicitly
address the intersection of the internet and crime. As the environment shifts towards
digitalization, the foundational law of society must evolve to provide a basis for the
protection of the digital world. This would help to ensure that intellectual property
rights (IPRs) are effectively safeguarded against cybercrime, benefiting from new

mechanisms tailored to tackle the unique challenges posed by the digital age.

3.2.2 Enhanced law on the protection of intellectual property

The Law on the Protection of Intellectual Property (Law No. 055/2024) is the primary

legislation governing intellectual property in Rwanda. This law outlines the various

151 Article 3 of constitution of republic of Rwanda
152 Art. 34, ibid
153 Art. 95 and Chapter X, Ibid
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categories of intellectual property, including copyrights, patents, trademarks, and
industrial designs, and provides mechanisms for their protection. It also stipulates
penalties for violations, including those that occur through digital means such as

cybercrime. 1%

One of the key reforms should be the enhancement of digital enforcement mechanisms
within the law. This could include the establishment of specialized cybercrime units
within the enforcement agencies tasked with monitoring and prosecuting IPR
infringements online. Additionally, the law could be amended to include provisions that
specifically address new forms of cyber threats such as digital piracy, counterfeiting,

and unauthorized access to digital content.

Furthermore, the law should incorporate stronger penalties and sanctions for cyber-
related IPR violations to act as a deterrent. This includes not only financial penalties
but also technological sanctions, such as blocking access to websites that facilitate IPR
infringements. Collaboration with international bodies to ensure that Rwanda’s legal

framework is in line with global standards and best practices is also crucial.

3.2.3 Law on prevention and punishment of cyber crimes

The Law on Prevention and Punishment of Cyber Crimes provides the legal framework
for addressing cybercrime in Rwanda. This law criminalizes various forms of
cybercrime, including unauthorized access to systems, data breaches, and cyber fraud,
which can directly impact intellectual property rights. The law also establishes penalties
for these crimes and outlines the responsibilities of different stakeholders in preventing

and combating cybercrime.!®

To better protect IPRs, this law should be updated to include specific provisions
targeting cybercrimes related to intellectual property. This includes criminalizing acts
such as the online distribution of counterfeit goods, digital piracy, and the illegal

streaming of protected content.'®® The law should also provide for the confiscation of

154Under Title IV, Chapter II of Law n° 055/2024 of 20/06/2024 on the Protection of Intellectual
Property, offences and sanctions related to the protection of IPRs are highlighted.

155 Chapter IV of Law N° 60/2018 of 22/08/2018 on the Prevention and Punishment of Cyber Crimes
highlights offences and penalties related to cybercrimes.
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assets derived from cybercrime-related IPR violations, which could be used to

compensate the victims of these crimes.

Moreover, the law could benefit from the integration of advanced technological tools

for the detection and prevention of cybercrime.

For instance, implementing blockchain technology to track and verify the authenticity
of digital content could be an effective way to prevent intellectual property theft.!*’
Additionally, creating public-private partnerships to facilitate the sharing of
information and resources between the government and the private sector could

enhance the overall effectiveness of cybercrime prevention.

3.2.4 International legal frameworks and cooperation

Rwanda is a signatory to several international treaties and agreements related to
intellectual property and cybercrime, such as the Berne Convention for the Protection
of Literary and Artistic Works and the Budapest Convention on Cybercrime. These
international instruments provide a framework for cooperation between countries in

addressing cross-border cybercrimes that affect intellectual property.

To strengthen the effectiveness of these international frameworks, Rwanda should
prioritize the domestication of international treaties into national law. This ensures that
the principles and obligations outlined in these treaties are directly applicable and
enforceable within the country. Additionally, Rwanda should enhance its participation
in international initiatives aimed at combating cybercrime, such as INTERPOL’s

cybercrime programs, to benefit from global expertise and resources. 8

Another important reform is to improve the mechanisms for international cooperation
in the investigation and prosecution of cross-border cybercrimes. This could involve

establishing bilateral and multilateral agreements with other countries to facilitate the

57 1bid

158 Investigating cyber-enabled crimes focus of joint Rwandan and INTERPOL exercise. Available at
https://www.interpol.int/ar/1/1/2016/Investigating-cyber-enabled-crimes-focus-of-joint-Rwandan-and-
INTERPOL-exercise Accessed 20" Aug. 2024.


https://www.interpol.int/ar/1/1/2016/Investigating-cyber-enabled-crimes-focus-of-joint-Rwandan-and-INTERPOL-exercise
https://www.interpol.int/ar/1/1/2016/Investigating-cyber-enabled-crimes-focus-of-joint-Rwandan-and-INTERPOL-exercise

55

exchange of information, extradition of cybercriminals, and mutual legal assistance in

cybercrime cases related to intellectual property.*®

3.3 Introducing cybersecurity infrastructure

In an increasingly digital world, the protection of Intellectual Property Rights (IPR) has
become paramount, particularly in the face of rising cyber threats.

The cybersecurity infrastructure within any nation or organization is the backbone that
safeguards intellectual property from unauthorized access, theft, and exploitation. A
robust cybersecurity framework is not just a technical requirement but a strategic
necessity that ensures the integrity, confidentiality, and availability of sensitive
information related to intellectual property.

3.3.1 The Importance of robust cybersecurity frameworks in protecting IPRs from

cyber threats

The significance of a strong cybersecurity framework in the protection of IPR cannot
be overstated. Intellectual property, which includes patents, trademarks, copyrights, and
trade secrets, represents the cornerstone of innovation and competitive advantage in the
global economy.®® However, the digitalization of data and the pervasive nature of the
internet have exposed this vital asset to a plethora of cyber threats, including hacking,

phishing, malware attacks, and industrial espionage.

A well-designed cybersecurity framework serves as a multi-layered defense mechanism
that helps to mitigate these risks. Such frameworks encompass a range of strategies,
policies, and technologies aimed at preventing unauthorized access, detecting potential
breaches, and responding swiftly to any cyber incidents. The core components of a
robust cybersecurity infrastructure include firewalls, encryption, intrusion detection

systems, and continuous monitoring tools.%* These elements work in tandem to create
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a secure environment where intellectual property can be stored, processed, and

transmitted without falling into the wrong hands.

Moreover, a strong cybersecurity framework also entails a comprehensive approach to
risk management. This involves not only the implementation of technological solutions

but also the cultivation of a security-aware culture within the organization.

Employees must be educated about the importance of cybersecurity and trained to
recognize potential threats, thereby reducing the likelihood of human error, which is

often a significant vulnerability. 162

In addition to internal measures, a robust cybersecurity framework must also be aligned
with national and international standards. Compliance with laws and regulations such
as the General Data Protection Regulation (GDPR) and the Cybersecurity Framework
developed by the National Institute of Standards and Technology (NIST) ensures that
organizations are adhering to best practices in protecting intellectual property.'®® These
standards provide a benchmark for cybersecurity practices and help organizations to

stay ahead of evolving threats.

The growing sophistication of cybercriminals means that no system is entirely immune
to attacks. Therefore, the importance of continuous improvement and adaptation in
cybersecurity practices cannot be ignored. Regularly updating software, conducting
vulnerability assessments, and staying informed about the latest cyber threats are

essential actions that support the resilience of cybersecurity infrastructure.

3.4 Capacity building and training

In the digital age, where cybercrimes are increasingly sophisticated and pervasive, the
protection of Intellectual Property Rights (IPR) has become a critical concern for
nations worldwide. As we navigate this complex landscape, the importance of capacity

building and training cannot be overstated. Specifically, the training of law enforcement
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and judicial officers on the technical aspects of cybercrimes related to IPR, the
implementation of capacity-building programs for businesses and innovators, and the
establishment of partnerships with international organizations for knowledge exchange

are essential strategies to fortify our defenses against cyber threats.

3.4.1 Training law enforcement and judicial officers on cybercrime and IPRs

The role of law enforcement and judicial officers in the fight against cybercrimes cannot
be underestimated. These officers are the first line of defense in identifying,
investigating, and prosecuting cybercrimes that infringe upon IPR. However, the
rapidly evolving nature of cyber threats poses a significant challenge. Without proper
training, these officers may find themselves ill-equipped to handle the complexities of

cybercrimes, especially those involving IPR.

Training law enforcement and judicial officers on the technical aspects of cybercrimes
related to IPR is crucial for several reasons. First, it ensures that they are knowledgeable
about the latest tools and techniques used by cybercriminals. This knowledge is vital
for identifying and investigating cybercrimes effectively. For instance, understanding
how cybercriminals use sophisticated methods to bypass security measures and steal
intellectual property can help officers develop more effective strategies to combat these

threats.'%4

Second, training enhances the ability of these officers to gather and preserve digital
evidence. In the digital space, evidence of cybercrimes is often intangible, scattered
across various networks and devices. Proper training equips officers with the skills
needed to trace this evidence, ensuring that it is collected and preserved in a manner
that is admissible in court. This is particularly important in IPR cases, where the digital

evidence may be the only proof of infringement.1%°
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Third, training helps to ensure that law enforcement and judicial officers are aware of
the legal frameworks governing cybercrimes and IPR. These frameworks are often
complex and vary from one jurisdiction to another. Officers who are well-versed in
these laws are better positioned to apply them correctly, ensuring that perpetrators of

cybercrimes are prosecuted to the fullest extent of the law.1%®

Finally, continuous training is essential to keep up with the ever-evolving nature of
cybercrimes. As cybercriminals develop new tactics and technologies, law enforcement
and judicial officers must also update their knowledge and skills. This continuous

learning process is critical to maintaining an effective defense against cyber threats.
3.4.2 Capacity-building programs for businesses and innovators

While law enforcement plays a crucial role in combating cybercrimes, businesses and
innovators are equally important stakeholders in the protection of IPR. These entities
are often the primary targets of cybercrimes, as they possess valuable intellectual
property that cybercriminals seek to exploit. Therefore, capacity-building programs
aimed at enhancing their understanding of IPR protection in the digital space are

essential.

Capacity-building programs for businesses and innovators serve several key purposes.
First, they provide these entities with the knowledge needed to identify potential cyber
threats. Many businesses, particularly small and medium-sized enterprises (SMEs),
may lack the expertise to recognize the signs of a cyber-attack. Through targeted
training programs, these businesses can learn how to detect suspicious activities, such
as unauthorized access to their networks or the unauthorized use of their intellectual

property.t¢’

Second, these programs equip businesses and innovators with the tools and strategies
needed to protect their intellectual property. This includes implementing robust
cybersecurity measures, such as encryption, firewalls, and secure access controls, to

safeguard digital assets. Additionally, businesses can learn how to develop and

186Cybercrime Training for Law Enforcement, available at
https://www.sciencedirect.com/science/article/pii/S2949791423000349 accessed on 20™ Aug. 2024.
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implement policies that govern the use and sharing of intellectual property, reducing

the risk of unauthorized access or infringement. 168

Third, capacity-building programs help businesses and innovators understand the legal
frameworks that protect their intellectual property.

This knowledge is crucial for ensuring that they can take appropriate legal action in the
event of an infringement. For example, businesses that are aware of the legal remedies
available to them can act swiftly to file a complaint or seek damages in cases of

cybercrime.

3.4.3 Partnerships with international organizations for training and knowledge

exchange

In the fight against cybercrime, collaboration is key. No single entity can address the
complex and global nature of cyber threats on its own. Therefore, establishing
partnerships with international organizations for training and knowledge exchange on

the latest cybercrime trends and prevention strategies is crucial.

International organizations, such as INTERPOL, the World Intellectual Property
Organization (WIPQ), and the International Telecommunications Union (ITU), possess
a wealth of knowledge and resources that can be leveraged to strengthen national efforts
against cybercrime. These organizations offer training programs, workshops, and
seminars that provide valuable insights into the latest cybercrime trends and best

practices for prevention.°

Partnerships with international organizations also facilitate the exchange of knowledge
and expertise between countries. This exchange is particularly important in the context
of cybercrime, where threats often transcend national borders.'”® By sharing
information about emerging threats, successful prevention strategies, and lessons

learned, countries can enhance their collective ability to combat cybercrime.
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Moreover, international partnerships can provide access to advanced tools and
technologies for combating cybercrime. For instance, through collaboration with
international organizations, countries can gain access to cutting-edge cybersecurity
technologies, such as advanced threat detection systems, that may not be available
domestically.!”* These technologies can significantly enhance the ability of law

enforcement and judicial officers to detect and respond to cyber threats.

In addition to technical support, international organizations can also offer legal and
policy guidance. For example, WIPO provides assistance in developing legal
frameworks for the protection of intellectual property in the digital space. By aligning
national laws with international best practices, countries can create a more robust legal

environment for combating cybercrime.

3.5 Institutional mechanisms

The protection of intellectual property rights (IPR) in Rwanda requires the concerted
efforts of various institutions that play a pivotal role in combating cybercrimes and
ensuring the enforcement of IPR laws. Below are some of the key institutions and the

strategies they can employ to address the challenges posed by cybercrime.

3.5.1 Rwanda development board (RDB)

To combat the impact of cybercrimes, RDB can enhance its role by developing and
implementing comprehensive digital strategies that emphasize cybersecurity. This
includes offering support to businesses, particularly small and medium-sized

enterprises (SMEs), in adopting robust cybersecurity measures. !’

RDB can also foster public-private partnerships to facilitate the sharing of best practices
and resources for IPR protection. Additionally, RDB could lead initiatives to raise

awareness about the importance of IPR protection among entrepreneurs and innovators,
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ensuring they understand the risks and how to safeguard their intellectual property in

the digital environment.!”

3.5.2 Ministry of ICT and innovation (MINICT)

To address cybercrime related to IPR, MINICT can develop national cybersecurity
policies that specifically address the protection of intellectual property. This includes
establishing guidelines for secure digital transactions, encouraging the adoption of
encryption technologies, and promoting the use of blockchain for tracking and
authenticating intellectual property.”* MINICT can also collaborate with international
organizations to stay abreast of emerging cyber threats and to implement global best
practices in cybersecurity and IPR protection. Furthermore, the Ministry can facilitate
training programs for IT professionals and law enforcement officers, equipping them

with the skills necessary to prevent and respond to cybercrimes targeting IPR.1"®

3.5.3 Rwanda judiciary

To enhance its effectiveness, the judiciary can establish specialized courts or tribunals
focused on cybercrime and intellectual property cases. Judges and prosecutors should
receive ongoing training in digital evidence and cybercrime to ensure they are well-
equipped to handle complex IPR cases.'’® Additionally, the judiciary could streamline
the process for prosecuting cybercrimes by adopting digital case management systems

that allow for the efficient tracking and handling of IPR-related cases.!’’

Collaboration with international legal bodies could also help the judiciary align its
practices with global standards, ensuring that Rwanda's legal framework is robust and

capable of addressing the challenges of the digital age.
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3.5.4 Rwanda forensic institute (RFI)

The Rwanda Forensic Institute (RFI) is essential for providing technical expertise in

investigating cybercrimes that affect IPR.1"®

RFI can enhance its capacity by investing in advanced forensic tools and technologies
that enable the accurate detection and analysis of cyber incidents. 1"°The Institute
should also develop a specialized unit focused on intellectual property-related
cybercrimes, providing support to law enforcement agencies in gathering and

preserving digital evidence.

Furthermore, RFI can engage in research and development to stay ahead of
cybercriminals by identifying emerging threats and developing new forensic
techniques. Partnerships with academic institutions and international forensic bodies

can also contribute to the continuous improvement of RFI's capabilities. 8

Partial conclusion

As Rwanda continues to embrace digitalization, the protection of intellectual property
rights becomes increasingly critical. The strategies outlined in this chapter emphasize
the importance of a multi-faceted approach that combines technological solutions,
robust legal frameworks, and strong institutional mechanisms to combat the impact of

cybercrimes on IPR.

By adopting advanced technologies such as DRM systems, blockchain, and Al, Rwanda
can enhance its ability to protect digital content and ensure the integrity of intellectual
property. Legal reforms, particularly in the areas of cybercrime and IPR laws, are
necessary to address the evolving nature of cyber threats and to provide adequate
deterrents against IPR violations. Finally, the active involvement of institutions such as
RDB, MINICT, the judiciary, and RFI is crucial for the effective enforcement of IPR

protection measures.

18Home. https://www.rfi.gov.rw/. Accessed 20" Aug. 2024.

9 Digital Forensic Service. Available at https://www.rfi.gov.rw/services/digital-forensic-service
Accessed 20" Aug. 2024.

180 team, NATA. “The Rwanda Forensic Institute: Setting the Testing Standard in Africa.” NATA, 15
Jan. 2024, https://nata.com.au/news/forensics-in-focus-the-rwanda-forensic-institutey/.
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Through collaboration, capacity building, and the adoption of international best
practices, Rwanda can create a secure digital environment that fosters innovation while

safeguarding the rights of creators and innovators.

GENERAL CONCLUSION AND RECOMMENDATION

As we reflect on the critical analysis of the impact of cybercrimes on Intellectual
Property Rights (IPRs) in Rwanda within the digital age, the gravity of the issue
becomes clear. The rapid evolution of digital technologies has presented unprecedented
challenges in protecting intellectual property, particularly in a country like Rwanda,
which is still developing its legal and regulatory frameworks. The dissertation has
explored various dimensions of these challenges, focusing on the definitions, concepts,
and theories that underpin the protection of IPRs, the legal gaps and weaknesses within
Rwanda’s regulatory framework, and the potential strategies to combat the ever-

growing threat of cybercrimes.

1. Recommendations

The critical analysis of the impacts of cybercrimes in Rwanda on IPRs highlights
significant gaps and areas requiring improvement. Considering the unique
vulnerabilities and developmental differences of cybercrimes against IPRs, it is crucial
to adopt a comprehensive approach to ensure that IPRs are protected against cyber
threats. The following recommendations are designed to enhance the protection of the

rights of authors and businesses of IP against cybercrimes in the digital age:

1.1 Strengthening legal and regulatory frameworks

There is an urgent need for Rwanda to review and strengthen its legal frameworks
concerning cybercrimes and IPRs. This includes updating existing laws to address new
and emerging forms of cyber threats that target intellectual property, ensuring that they
are in line with international standards. The creation of specialized laws focusing on

the digital age would provide clearer guidelines for protecting IPRs online.

1.2 Capacity building and training

To effectively combat cybercrimes, it is essential to build the capacity of legal

professionals, law enforcement agencies, and the judiciary. Training programs that
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focus on the detection, investigation, and prosecution of cybercrimes related to IPRs
should be implemented. This would equip the relevant authorities with the necessary

skills and knowledge to tackle complex cybercrime cases efficiently.

1.3 Enhancing public awareness and education

Public awareness campaigns should be launched to educate creators, businesses, and
the general public about the importance of protecting IPRs in the digital age. These
campaigns could include information on how to safeguard IP online, the risks
associated with cybercrimes, and the legal avenues available for recourse in the event

of an infringement.

1.4 Technological advancements and cybersecurity measures

Investing in advanced technology and cybersecurity measures is paramount in
protecting IPRs from cyber threats. The adoption of cutting-edge technologies such as
blockchain for IP management and the implementation of robust cybersecurity
protocols across all sectors dealing with intellectual property can significantly reduce

the risk of cyber-attacks.

1.5 International collaboration and cooperation

Cybercrimes are a global issue that requires international cooperation. Rwanda should
actively engage in international collaborations to share knowledge, resources, and best
practices on combating cybercrimes targeting IPRs. Joining international treaties and
organizations that focus on cybercrime prevention and intellectual property protection

would also enhance Rwanda's ability to address these challenges on a global scale.

1.6 Establishing a specialized cybercrime unit

The establishment of a specialized unit within law enforcement agencies to focus
exclusively on cybercrimes related to IPRs could provide a more focused and effective
approach to combating these crimes. This unit should be well-equipped with the latest

technologies and staffed by experts in both cybercrime and intellectual property law.
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2. Conclusion

The topic of this research, titled "Critical Analysis on the Impact of Cybercrimes in
Rwanda on Intellectual Property Rights in the Digital Age,” serves as a timely and
important inquiry into the intersection of cyber threats and intellectual property
protection in a rapidly digitizing world. The purpose of this study was to provide a
thorough examination of the challenges that Rwanda faces in safeguarding IPRs against
the backdrop of evolving cybercrimes. Through an in-depth analysis, this research has
shed light on the vulnerabilities within the current legal and regulatory frameworks, as

well as the potential strategies that can be employed to enhance IP protection.

The research is composed of several chapters, each addressing different aspects of the
topic. The initial discussion centered around the importance of key definitions,
concepts, and theories, providing a solid foundation for understanding the complexities
of intellectual property and cybercrimes in the digital era. This groundwork was
essential in framing the subsequent exploration of the challenges that Rwanda faces in

its legal and regulatory frameworks for protecting IPRs.

As we progressed, the focus shifted to the specific challenges within Rwanda's legal
and regulatory frameworks. It became evident that despite the existence of laws aimed
at protecting intellectual property, there are significant gaps that leave IPRs vulnerable
to cyber threats. These challenges are compounded by the rapid pace of technological
change, which often outstrips the ability of laws to keep up. The analysis highlighted
the need for legal reforms and the development of specialized laws that are more

attuned to the realities of the digital age.

The final part of the research explored the mechanisms that can be put in place to
enhance the protection of IPRs in Rwanda, with a particular focus on strategies to
combat the impact of cybercrimes. The importance of adopting a multi-faceted
approach that includes legal reforms, capacity building, public awareness,
technological advancements, and international cooperation was emphasized. These
mechanisms are crucial for creating a resilient and effective system for protecting

intellectual property in the face of cyber threats.
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Throughout this research, several challenges were identified, including the
inadequacies of the current legal framework, the lack of specialized knowledge among
law enforcement and the judiciary, and the need for greater public awareness about the
risks of cybercrimes. Addressing these challenges requires a concerted effort from all
stakeholders, including the government, legal professionals, businesses, and the general
public.
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